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What does this program do?

VerificationSemantics  and



What does this program do?
Does this program satisfy 

the requirements?

VerificationSemantics  and



Verification

Ψ
<latexit sha1_base64="FR0E1aIIDPq0uS/Zi9S/5dVBJoA=">AAAB63icbVBNSwMxEJ34WetX1aOXYBE8ld0q6LHoxWMF+wHtUrJptg1NskuSFcrSv+DFgyJe/UPe/Ddm2z1o64OBx3szzMwLE8GN9bxvtLa+sbm1Xdop7+7tHxxWjo7bJk41ZS0ai1h3Q2KY4Iq1LLeCdRPNiAwF64STu9zvPDFteKwe7TRhgSQjxSNOic2lftPwQaXq1bw58CrxC1KFAs1B5as/jGkqmbJUEGN6vpfYICPacirYrNxPDUsInZAR6zmqiGQmyOa3zvC5U4Y4irUrZfFc/T2REWnMVIauUxI7NsteLv7n9VIb3QQZV0lqmaKLRVEqsI1x/jgecs2oFVNHCNXc3YrpmGhCrYun7ELwl19eJe16zb+s1R+uqo3bIo4SnMIZXIAP19CAe2hCCyiM4Rle4Q1J9ILe0ceidQ0VMyfwB+jzB/S+ji4=</latexit>

System 
requirements

7! <latexit sha1_base64="ph6wBkx159Fq1HVpK1TEf86AfPw=">AAAB7nicbVDLSgNBEOz1GeMr6tHLYBA8hd0o6DHoxWME84BkCbOT2WTIvJiZFULIR3jxoIhXv8ebf+Mk2YMmFjQUVd10dyWaM+vC8DtYW9/Y3Nou7BR39/YPDktHx02rMkNogyiuTDvBlnImacMxx2lbG4pFwmkrGd3N/NYTNZYp+ejGmsYCDyRLGcHOS62uwNo61SuVw0o4B1olUU7KkKPeK311+4pkgkpHOLa2E4XaxRNsHCOcTovdzFKNyQgPaMdTiQW18WR+7hSde6WPUmV8SYfm6u+JCRbWjkXiOwV2Q7vszcT/vE7m0pt4wqTOHJVksSjNOHIKzX5HfWYocXzsCSaG+VsRGWKDifMJFX0I0fLLq6RZrUSXlerDVbl2m8dRgFM4gwuI4BpqcA91aACBETzDK7wFOngJ3oOPRetakM+cwB8Enz+Ln4+0</latexit>7! <latexit sha1_base64="ph6wBkx159Fq1HVpK1TEf86AfPw=">AAAB7nicbVDLSgNBEOz1GeMr6tHLYBA8hd0o6DHoxWME84BkCbOT2WTIvJiZFULIR3jxoIhXv8ebf+Mk2YMmFjQUVd10dyWaM+vC8DtYW9/Y3Nou7BR39/YPDktHx02rMkNogyiuTDvBlnImacMxx2lbG4pFwmkrGd3N/NYTNZYp+ejGmsYCDyRLGcHOS62uwNo61SuVw0o4B1olUU7KkKPeK311+4pkgkpHOLa2E4XaxRNsHCOcTovdzFKNyQgPaMdTiQW18WR+7hSde6WPUmV8SYfm6u+JCRbWjkXiOwV2Q7vszcT/vE7m0pt4wqTOHJVksSjNOHIKzX5HfWYocXzsCSaG+VsRGWKDifMJFX0I0fLLq6RZrUSXlerDVbl2m8dRgFM4gwuI4BpqcA91aACBETzDK7wFOngJ3oOPRetakM+cwB8Enz+Ln4+0</latexit>

High-level 
language

Σ
<latexit sha1_base64="BPJq+0/bflPPUVaVxn+aiuvMPUE=">AAAB7XicbVDLSgNBEOz1GeMr6tHLYBA8hd0o6DHoxWNE84BkCbOT2WTMPJaZWSEs+QcvHhTx6v9482+cJHvQxIKGoqqb7q4o4cxY3//2VlbX1jc2C1vF7Z3dvf3SwWHTqFQT2iCKK92OsKGcSdqwzHLaTjTFIuK0FY1upn7riWrDlHyw44SGAg8kixnB1knN7j0bCNwrlf2KPwNaJkFOypCj3it9dfuKpIJKSzg2phP4iQ0zrC0jnE6K3dTQBJMRHtCOoxILasJsdu0EnTqlj2KlXUmLZurviQwLY8Yicp0C26FZ9Kbif14ntfFVmDGZpJZKMl8UpxxZhaavoz7TlFg+dgQTzdytiAyxxsS6gIouhGDx5WXSrFaC80r17qJcu87jKMAxnMAZBHAJNbiFOjSAwCM8wyu8ecp78d69j3nripfPHMEfeJ8/bK2PBw==</latexit>

Semantics  



Verification

Ψ
<latexit sha1_base64="FR0E1aIIDPq0uS/Zi9S/5dVBJoA=">AAAB63icbVBNSwMxEJ34WetX1aOXYBE8ld0q6LHoxWMF+wHtUrJptg1NskuSFcrSv+DFgyJe/UPe/Ddm2z1o64OBx3szzMwLE8GN9bxvtLa+sbm1Xdop7+7tHxxWjo7bJk41ZS0ai1h3Q2KY4Iq1LLeCdRPNiAwF64STu9zvPDFteKwe7TRhgSQjxSNOic2lftPwQaXq1bw58CrxC1KFAs1B5as/jGkqmbJUEGN6vpfYICPacirYrNxPDUsInZAR6zmqiGQmyOa3zvC5U4Y4irUrZfFc/T2REWnMVIauUxI7NsteLv7n9VIb3QQZV0lqmaKLRVEqsI1x/jgecs2oFVNHCNXc3YrpmGhCrYun7ELwl19eJe16zb+s1R+uqo3bIo4SnMIZXIAP19CAe2hCCyiM4Rle4Q1J9ILe0ceidQ0VMyfwB+jzB/S+ji4=</latexit>

System 
requirements

7! <latexit sha1_base64="ph6wBkx159Fq1HVpK1TEf86AfPw=">AAAB7nicbVDLSgNBEOz1GeMr6tHLYBA8hd0o6DHoxWME84BkCbOT2WTIvJiZFULIR3jxoIhXv8ebf+Mk2YMmFjQUVd10dyWaM+vC8DtYW9/Y3Nou7BR39/YPDktHx02rMkNogyiuTDvBlnImacMxx2lbG4pFwmkrGd3N/NYTNZYp+ejGmsYCDyRLGcHOS62uwNo61SuVw0o4B1olUU7KkKPeK311+4pkgkpHOLa2E4XaxRNsHCOcTovdzFKNyQgPaMdTiQW18WR+7hSde6WPUmV8SYfm6u+JCRbWjkXiOwV2Q7vszcT/vE7m0pt4wqTOHJVksSjNOHIKzX5HfWYocXzsCSaG+VsRGWKDifMJFX0I0fLLq6RZrUSXlerDVbl2m8dRgFM4gwuI4BpqcA91aACBETzDK7wFOngJ3oOPRetakM+cwB8Enz+Ln4+0</latexit>7! <latexit sha1_base64="ph6wBkx159Fq1HVpK1TEf86AfPw=">AAAB7nicbVDLSgNBEOz1GeMr6tHLYBA8hd0o6DHoxWME84BkCbOT2WTIvJiZFULIR3jxoIhXv8ebf+Mk2YMmFjQUVd10dyWaM+vC8DtYW9/Y3Nou7BR39/YPDktHx02rMkNogyiuTDvBlnImacMxx2lbG4pFwmkrGd3N/NYTNZYp+ejGmsYCDyRLGcHOS62uwNo61SuVw0o4B1olUU7KkKPeK311+4pkgkpHOLa2E4XaxRNsHCOcTovdzFKNyQgPaMdTiQW18WR+7hSde6WPUmV8SYfm6u+JCRbWjkXiOwV2Q7vszcT/vE7m0pt4wqTOHJVksSjNOHIKzX5HfWYocXzsCSaG+VsRGWKDifMJFX0I0fLLq6RZrUSXlerDVbl2m8dRgFM4gwuI4BpqcA91aACBETzDK7wFOngJ3oOPRetakM+cwB8Enz+Ln4+0</latexit>

High-level 
language

Σ
<latexit sha1_base64="BPJq+0/bflPPUVaVxn+aiuvMPUE=">AAAB7XicbVDLSgNBEOz1GeMr6tHLYBA8hd0o6DHoxWNE84BkCbOT2WTMPJaZWSEs+QcvHhTx6v9482+cJHvQxIKGoqqb7q4o4cxY3//2VlbX1jc2C1vF7Z3dvf3SwWHTqFQT2iCKK92OsKGcSdqwzHLaTjTFIuK0FY1upn7riWrDlHyw44SGAg8kixnB1knN7j0bCNwrlf2KPwNaJkFOypCj3it9dfuKpIJKSzg2phP4iQ0zrC0jnE6K3dTQBJMRHtCOoxILasJsdu0EnTqlj2KlXUmLZurviQwLY8Yicp0C26FZ9Kbif14ntfFVmDGZpJZKMl8UpxxZhaavoz7TlFg+dgQTzdytiAyxxsS6gIouhGDx5WXSrFaC80r17qJcu87jKMAxnMAZBHAJNbiFOjSAwCM8wyu8ecp78d69j3nripfPHMEfeJ8/bK2PBw==</latexit>

Semantics  



Verification

Ψ
<latexit sha1_base64="FR0E1aIIDPq0uS/Zi9S/5dVBJoA=">AAAB63icbVBNSwMxEJ34WetX1aOXYBE8ld0q6LHoxWMF+wHtUrJptg1NskuSFcrSv+DFgyJe/UPe/Ddm2z1o64OBx3szzMwLE8GN9bxvtLa+sbm1Xdop7+7tHxxWjo7bJk41ZS0ai1h3Q2KY4Iq1LLeCdRPNiAwF64STu9zvPDFteKwe7TRhgSQjxSNOic2lftPwQaXq1bw58CrxC1KFAs1B5as/jGkqmbJUEGN6vpfYICPacirYrNxPDUsInZAR6zmqiGQmyOa3zvC5U4Y4irUrZfFc/T2REWnMVIauUxI7NsteLv7n9VIb3QQZV0lqmaKLRVEqsI1x/jgecs2oFVNHCNXc3YrpmGhCrYun7ELwl19eJe16zb+s1R+uqo3bIo4SnMIZXIAP19CAe2hCCyiM4Rle4Q1J9ILe0ceidQ0VMyfwB+jzB/S+ji4=</latexit>

System 
requirements

7! <latexit sha1_base64="ph6wBkx159Fq1HVpK1TEf86AfPw=">AAAB7nicbVDLSgNBEOz1GeMr6tHLYBA8hd0o6DHoxWME84BkCbOT2WTIvJiZFULIR3jxoIhXv8ebf+Mk2YMmFjQUVd10dyWaM+vC8DtYW9/Y3Nou7BR39/YPDktHx02rMkNogyiuTDvBlnImacMxx2lbG4pFwmkrGd3N/NYTNZYp+ejGmsYCDyRLGcHOS62uwNo61SuVw0o4B1olUU7KkKPeK311+4pkgkpHOLa2E4XaxRNsHCOcTovdzFKNyQgPaMdTiQW18WR+7hSde6WPUmV8SYfm6u+JCRbWjkXiOwV2Q7vszcT/vE7m0pt4wqTOHJVksSjNOHIKzX5HfWYocXzsCSaG+VsRGWKDifMJFX0I0fLLq6RZrUSXlerDVbl2m8dRgFM4gwuI4BpqcA91aACBETzDK7wFOngJ3oOPRetakM+cwB8Enz+Ln4+0</latexit>7! <latexit sha1_base64="ph6wBkx159Fq1HVpK1TEf86AfPw=">AAAB7nicbVDLSgNBEOz1GeMr6tHLYBA8hd0o6DHoxWME84BkCbOT2WTIvJiZFULIR3jxoIhXv8ebf+Mk2YMmFjQUVd10dyWaM+vC8DtYW9/Y3Nou7BR39/YPDktHx02rMkNogyiuTDvBlnImacMxx2lbG4pFwmkrGd3N/NYTNZYp+ejGmsYCDyRLGcHOS62uwNo61SuVw0o4B1olUU7KkKPeK311+4pkgkpHOLa2E4XaxRNsHCOcTovdzFKNyQgPaMdTiQW18WR+7hSde6WPUmV8SYfm6u+JCRbWjkXiOwV2Q7vszcT/vE7m0pt4wqTOHJVksSjNOHIKzX5HfWYocXzsCSaG+VsRGWKDifMJFX0I0fLLq6RZrUSXlerDVbl2m8dRgFM4gwuI4BpqcA91aACBETzDK7wFOngJ3oOPRetakM+cwB8Enz+Ln4+0</latexit>

High-level 
language

Σ
<latexit sha1_base64="BPJq+0/bflPPUVaVxn+aiuvMPUE=">AAAB7XicbVDLSgNBEOz1GeMr6tHLYBA8hd0o6DHoxWNE84BkCbOT2WTMPJaZWSEs+QcvHhTx6v9482+cJHvQxIKGoqqb7q4o4cxY3//2VlbX1jc2C1vF7Z3dvf3SwWHTqFQT2iCKK92OsKGcSdqwzHLaTjTFIuK0FY1upn7riWrDlHyw44SGAg8kixnB1knN7j0bCNwrlf2KPwNaJkFOypCj3it9dfuKpIJKSzg2phP4iQ0zrC0jnE6K3dTQBJMRHtCOoxILasJsdu0EnTqlj2KlXUmLZurviQwLY8Yicp0C26FZ9Kbif14ntfFVmDGZpJZKMl8UpxxZhaavoz7TlFg+dgQTzdytiAyxxsS6gIouhGDx5WXSrFaC80r17qJcu87jKMAxnMAZBHAJNbiFOjSAwCM8wyu8ecp78d69j3nripfPHMEfeJ8/bK2PBw==</latexit>

Semantics  



Verification

Ψ
<latexit sha1_base64="FR0E1aIIDPq0uS/Zi9S/5dVBJoA=">AAAB63icbVBNSwMxEJ34WetX1aOXYBE8ld0q6LHoxWMF+wHtUrJptg1NskuSFcrSv+DFgyJe/UPe/Ddm2z1o64OBx3szzMwLE8GN9bxvtLa+sbm1Xdop7+7tHxxWjo7bJk41ZS0ai1h3Q2KY4Iq1LLeCdRPNiAwF64STu9zvPDFteKwe7TRhgSQjxSNOic2lftPwQaXq1bw58CrxC1KFAs1B5as/jGkqmbJUEGN6vpfYICPacirYrNxPDUsInZAR6zmqiGQmyOa3zvC5U4Y4irUrZfFc/T2REWnMVIauUxI7NsteLv7n9VIb3QQZV0lqmaKLRVEqsI1x/jgecs2oFVNHCNXc3YrpmGhCrYun7ELwl19eJe16zb+s1R+uqo3bIo4SnMIZXIAP19CAe2hCCyiM4Rle4Q1J9ILe0ceidQ0VMyfwB+jzB/S+ji4=</latexit>

System 
requirements

7! <latexit sha1_base64="ph6wBkx159Fq1HVpK1TEf86AfPw=">AAAB7nicbVDLSgNBEOz1GeMr6tHLYBA8hd0o6DHoxWME84BkCbOT2WTIvJiZFULIR3jxoIhXv8ebf+Mk2YMmFjQUVd10dyWaM+vC8DtYW9/Y3Nou7BR39/YPDktHx02rMkNogyiuTDvBlnImacMxx2lbG4pFwmkrGd3N/NYTNZYp+ejGmsYCDyRLGcHOS62uwNo61SuVw0o4B1olUU7KkKPeK311+4pkgkpHOLa2E4XaxRNsHCOcTovdzFKNyQgPaMdTiQW18WR+7hSde6WPUmV8SYfm6u+JCRbWjkXiOwV2Q7vszcT/vE7m0pt4wqTOHJVksSjNOHIKzX5HfWYocXzsCSaG+VsRGWKDifMJFX0I0fLLq6RZrUSXlerDVbl2m8dRgFM4gwuI4BpqcA91aACBETzDK7wFOngJ3oOPRetakM+cwB8Enz+Ln4+0</latexit>7! <latexit sha1_base64="ph6wBkx159Fq1HVpK1TEf86AfPw=">AAAB7nicbVDLSgNBEOz1GeMr6tHLYBA8hd0o6DHoxWME84BkCbOT2WTIvJiZFULIR3jxoIhXv8ebf+Mk2YMmFjQUVd10dyWaM+vC8DtYW9/Y3Nou7BR39/YPDktHx02rMkNogyiuTDvBlnImacMxx2lbG4pFwmkrGd3N/NYTNZYp+ejGmsYCDyRLGcHOS62uwNo61SuVw0o4B1olUU7KkKPeK311+4pkgkpHOLa2E4XaxRNsHCOcTovdzFKNyQgPaMdTiQW18WR+7hSde6WPUmV8SYfm6u+JCRbWjkXiOwV2Q7vszcT/vE7m0pt4wqTOHJVksSjNOHIKzX5HfWYocXzsCSaG+VsRGWKDifMJFX0I0fLLq6RZrUSXlerDVbl2m8dRgFM4gwuI4BpqcA91aACBETzDK7wFOngJ3oOPRetakM+cwB8Enz+Ln4+0</latexit>
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Σ
<latexit sha1_base64="BPJq+0/bflPPUVaVxn+aiuvMPUE=">AAAB7XicbVDLSgNBEOz1GeMr6tHLYBA8hd0o6DHoxWNE84BkCbOT2WTMPJaZWSEs+QcvHhTx6v9482+cJHvQxIKGoqqb7q4o4cxY3//2VlbX1jc2C1vF7Z3dvf3SwWHTqFQT2iCKK92OsKGcSdqwzHLaTjTFIuK0FY1upn7riWrDlHyw44SGAg8kixnB1knN7j0bCNwrlf2KPwNaJkFOypCj3it9dfuKpIJKSzg2phP4iQ0zrC0jnE6K3dTQBJMRHtCOoxILasJsdu0EnTqlj2KlXUmLZurviQwLY8Yicp0C26FZ9Kbif14ntfFVmDGZpJZKMl8UpxxZhaavoz7TlFg+dgQTzdytiAyxxsS6gIouhGDx5WXSrFaC80r17qJcu87jKMAxnMAZBHAJNbiFOjSAwCM8wyu8ecp78d69j3nripfPHMEfeJ8/bK2PBw==</latexit>
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Sets of traces



Verification

Ψ
<latexit sha1_base64="FR0E1aIIDPq0uS/Zi9S/5dVBJoA=">AAAB63icbVBNSwMxEJ34WetX1aOXYBE8ld0q6LHoxWMF+wHtUrJptg1NskuSFcrSv+DFgyJe/UPe/Ddm2z1o64OBx3szzMwLE8GN9bxvtLa+sbm1Xdop7+7tHxxWjo7bJk41ZS0ai1h3Q2KY4Iq1LLeCdRPNiAwF64STu9zvPDFteKwe7TRhgSQjxSNOic2lftPwQaXq1bw58CrxC1KFAs1B5as/jGkqmbJUEGN6vpfYICPacirYrNxPDUsInZAR6zmqiGQmyOa3zvC5U4Y4irUrZfFc/T2REWnMVIauUxI7NsteLv7n9VIb3QQZV0lqmaKLRVEqsI1x/jgecs2oFVNHCNXc3YrpmGhCrYun7ELwl19eJe16zb+s1R+uqo3bIo4SnMIZXIAP19CAe2hCCyiM4Rle4Q1J9ILe0ceidQ0VMyfwB+jzB/S+ji4=</latexit>
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7! <latexit sha1_base64="ph6wBkx159Fq1HVpK1TEf86AfPw=">AAAB7nicbVDLSgNBEOz1GeMr6tHLYBA8hd0o6DHoxWME84BkCbOT2WTIvJiZFULIR3jxoIhXv8ebf+Mk2YMmFjQUVd10dyWaM+vC8DtYW9/Y3Nou7BR39/YPDktHx02rMkNogyiuTDvBlnImacMxx2lbG4pFwmkrGd3N/NYTNZYp+ejGmsYCDyRLGcHOS62uwNo61SuVw0o4B1olUU7KkKPeK311+4pkgkpHOLa2E4XaxRNsHCOcTovdzFKNyQgPaMdTiQW18WR+7hSde6WPUmV8SYfm6u+JCRbWjkXiOwV2Q7vszcT/vE7m0pt4wqTOHJVksSjNOHIKzX5HfWYocXzsCSaG+VsRGWKDifMJFX0I0fLLq6RZrUSXlerDVbl2m8dRgFM4gwuI4BpqcA91aACBETzDK7wFOngJ3oOPRetakM+cwB8Enz+Ln4+0</latexit>7! <latexit sha1_base64="ph6wBkx159Fq1HVpK1TEf86AfPw=">AAAB7nicbVDLSgNBEOz1GeMr6tHLYBA8hd0o6DHoxWME84BkCbOT2WTIvJiZFULIR3jxoIhXv8ebf+Mk2YMmFjQUVd10dyWaM+vC8DtYW9/Y3Nou7BR39/YPDktHx02rMkNogyiuTDvBlnImacMxx2lbG4pFwmkrGd3N/NYTNZYp+ejGmsYCDyRLGcHOS62uwNo61SuVw0o4B1olUU7KkKPeK311+4pkgkpHOLa2E4XaxRNsHCOcTovdzFKNyQgPaMdTiQW18WR+7hSde6WPUmV8SYfm6u+JCRbWjkXiOwV2Q7vszcT/vE7m0pt4wqTOHJVksSjNOHIKzX5HfWYocXzsCSaG+VsRGWKDifMJFX0I0fLLq6RZrUSXlerDVbl2m8dRgFM4gwuI4BpqcA91aACBETzDK7wFOngJ3oOPRetakM+cwB8Enz+Ln4+0</latexit>
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Σ
<latexit sha1_base64="BPJq+0/bflPPUVaVxn+aiuvMPUE=">AAAB7XicbVDLSgNBEOz1GeMr6tHLYBA8hd0o6DHoxWNE84BkCbOT2WTMPJaZWSEs+QcvHhTx6v9482+cJHvQxIKGoqqb7q4o4cxY3//2VlbX1jc2C1vF7Z3dvf3SwWHTqFQT2iCKK92OsKGcSdqwzHLaTjTFIuK0FY1upn7riWrDlHyw44SGAg8kixnB1knN7j0bCNwrlf2KPwNaJkFOypCj3it9dfuKpIJKSzg2phP4iQ0zrC0jnE6K3dTQBJMRHtCOoxILasJsdu0EnTqlj2KlXUmLZurviQwLY8Yicp0C26FZ9Kbif14ntfFVmDGZpJZKMl8UpxxZhaavoz7TlFg+dgQTzdytiAyxxsS6gIouhGDx5WXSrFaC80r17qJcu87jKMAxnMAZBHAJNbiFOjSAwCM8wyu8ecp78d69j3nripfPHMEfeJ8/bK2PBw==</latexit>

Semantics  

Sets of traces Temporal 
AG(EF restart)

<latexit sha1_base64="9N0EC3b1cKPLZVmRlz/1vSd73ZA=">AAACFXicbVDLSgMxFM34rPU16tJNsAgVpMxUQZdV8bGsYB/QKSWTZtrQzIPkjlCG+Qk3/oobF4q4Fdz5N6bTCtp6IHDuuY/ce9xIcAWW9WXMzS8sLi3nVvKra+sbm+bWdl2FsaSsRkMRyqZLFBM8YDXgIFgzkoz4rmANd3AxyjfumVQ8DO5gGLG2T3oB9zgloKWOeej4BPqul5xdp7j4E1xepdjBWcQhkUwBkZAedMyCVbIy4FliT0gBTVDtmJ9ON6SxzwKggijVsq0I2okexqlgad6JFYsIHZAea2kaEJ+pdpJdleJ9rXSxF0r9AsCZ+rsjIb5SQ9/VlaNF1XRuJP6Xa8XgnbYTHkQxsICOP/JigSHEI4twl0tGQQw1IVRyvSumfSIJBW1kXptgT588S+rlkn1UKt8eFyrnEztyaBftoSKy0QmqoBtURTVE0QN6Qi/o1Xg0no03431cOmdMenbQHxgf31lGnvM=</latexit>



Verification

Ψ
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Other models?

Data-sensitive

Quantitative

Concurrency
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Algorithm Design?

Correctness

Termination

Optimizations
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How about more complex protocols? 
How about focussed/partial behaviors? 

How effective are these models in 
helping developers finding bugs?  
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INITIAL(?,?)[CRYPTO], SHORT(?,?)[ACK,STREAM]



Results

TCP 

QUIC

• Ubuntu 20.04.1 LTS TCP stack, kernel version 5.8.0-40-generic 

• 6 states and 42 transitions; 4,726 membership queries to learn 

• Replicated results of Fiterău-Broştean but 300 vs 3000 lines of extra code! 

• 4 implementations: Cloudflare (quiche), Google, Facebook, Quick-tracker 

• Model sizes varied (8-12 states and 56-84 transitions); ~10-25K membership queries to learn 

• Discovered 3 bugs and filed an RFC change (2000 lines annotations)



Results

Facebook’s Mvfst Google’s QUICServer

• INITIAL(?,?)[CRYPTO],

• HANDSHAKE(?,?)[ACK,HANDSHAKE_DONE],

• SHORT(?,?)[ACK]

CONNECTION_CLOSE FRAME !

82% 18%

Non-determinism Check Register Synthesis
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Summary

Classical PL and Verification 

Techniques

(Model learning and Model 

Checking)

Network protocol design and 

implementations 

Particularly fruitful in 

new and complex 

protocols like QUIC

Prognosis is 

modular enough it can 

easily be applied to 




