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Can a packet travel from A to B?
Are all hosts reachable from every other hosts?
Is subnet X isolated from subnet Y?
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Challenging the status quo

Domain-specific languages based on algebraic
foundations have a key role to play in formal
verification of systems

) -

Design high-level languages that model essential network features
Develop semantics that enables reasoning precisely about behaviour
Build tools to synthesise low-level implementations automatically
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Design choices

Packet Classification

To model match-action tables, need
predicates on packet headers (and
other variables)

Compositionality

To model richer pipelines, need
operators that compose smaller
programs both conditionally and in
sequence

Transformations

To model behavior of switches,
need imperative updates on
packets and a way to delimit
end of processing at a switch

Iteration

To model the potentially iterated
processing performed via the
topology, need general loops
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Packet Classification

Challenge: how to add these without breaking the toolkit
of regular expressions (decidability, scalability)?

Bonus points: beyond reachability?

Free from using regular expressions as core of the language
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Abstract with hardware snd using

Recent years have seen growing isterest in high-level languages for
progrimming netwarks. Bat the design of these nguges has beco
largely ad hoc, driven mare by the needs of applications and the
capobilities of network hardware than by foundational principles.
The lack of a semantic foundation has left language designers with
little guidance in determining how o incompocate new features, and
programmers without a means to reasan precisely abewt their code
This paper presents NetK AT, a new network programming L

guage thar is based on a solid mathematical foundation and comes
equipped with a equational theary. We describy

the design of NetK AT, including primitives for filtering. modifying,
and transmitting packets; union and sequeotial camposition oper-
ators; and & Kleene star operator that iterates programs. We show
that NetK AT is an instance of a canonical and well-studied mathe-
matical strocture called a Kleene algebra with tests (KAT) and prove
chat its cquationsal theory is sound and complete with respect 10 its
denctatianal semantics. Fenally, we present practical spplications of
the equational theory including syntactic techniques for checking
reachability, proving pon-interterence peopertics that ensure isola-
tiom between programs, and establishing the comrectness of compi-
Iation algonithms.

Categories and Subject Descriptors D32 |Programming Lan-
puages]: Language Classifications—Specialized application lun-
Funges

Keywords Software-defined networking, Frenetic, Network pro-
gramming knguages, Domain-specific lnguages, Kleene algebr
with tests, NetKAT.

1. Introduction

Traditional network devices have been called “the last bastion of
mainframe compating” 9], Unlike modern computers, which are
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standard interfaces, networks have been built the same way since
the 1970s: out of special-purpose devices such as routers, switches,
firewalls, Joad balancers, and middle-boxes, each implemented
with custom hardware and programmed using propeietary inter-
faces. This design makes it difficalt to extend networks with mew
functionality and effectively impossible to reason precisely about
their behavior,

However, a revolution has taken place with the recent rise of

defined. king (SON). Iis SDN. 2 J-purpase con-
troller machine mansges a collestion of programmable switches
The controller responds o petwork events such as new connec-
tiows from hosts, sopology changes, and shifts in traffic Joad by
re-programming the switches accordingly. Becawse the contraller
has a global view of the network, it is casy 1o use SDN to i
ment o wide variety of standard applications such as shorsest-path
routing, traftic monkoning, and access control, as well #s more so-
phisticated i such as ntrasion detection.
and fault-tolerance.

A major oppeal of SDN is that it defines opes standards that
any vendor can implement. For example, the OpenFlow AP1 [21]
clearly specifies the capabilities and behavice of switch hardware
and defines a low-level langusge for manipulating their configura-
ticess, However, programs written directly for SON platfarms such
s OpenFlow are akin to assembly: easy for hardware to implement.
bus difficult for humsans to write.

Network programming lamguages. [n recent years, several dif-
fetent research groups have proposed domain-specific languages
foe SDN [$-7, 23-25, 31, 32]. The goal of these nerwork pro-
gramming lamguages is 1o ruise the level of shstraction of net:
work programs above hardware-oniented APis such as OpenFlow,
thereby making it casier to build sophisticsed and reliable soN
applications. For example, the languages developed in the Frenetic
project [30] suppart a two-phase programming model: (i) a general
purpose program respoods 10 network events by gencrating a static
forwanding policy; and (ii) the static policy is compiled and passed
t & run-time system that coafigures the switches using OpenFlow
messages. This model balances expressiveness—dynamic policics
can be expressed by having the general-purpose program generate
2 sequence of static policies—and simplicity—farwarding policies
are writicn in o simple domain-spocific language with a clear se-
mantics, so programs can be analyzed and even verified using
tamated tools {7, 26).

Suill, #t bas never been clear whan features u static policy lan-
e shoald support, The initial version of Frenetic [6] used sim-
ple lists of predicate-action rules as palicies, where the actions in
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Recent years have seen growing isterest in high-level languages for
progrimming netwarks. Bat the design of these nguges has beco
largely ad hoc, driven mare by the needs of applications and the
capobilities of network hardware than by foundational principles.
The lack of a semantic foundation has left language designers with
little guidance in determining how to incorporate new features, and
programmers without a means to reasan precisely abewt their code
This paper presents NetK AT, a new network programming L
guage thar is based on a solid mathematical foundation and comes
equipped with o sound and camplete equational theary. We describe
the design of NetK AT, including primitives for filtering. modifying,
and transmitting packets; union and sequeotial camposition oper-
ators; and & Kleene star operator that iterates programs. We show
that Netk AT is an instance of 2 canonical and well-studied mathe.
matical structure called a Kleene algebra with tests (XAT) and prove
chat its cquationsal theory is sound and complete with respect 10 its
denctatianal semantics. Fenally, we present practical spplications of
the equational theory including syntactic techniques for checking
reachability, proving mon-iterference properties that ensure isola-
tiom between programs, and establishing the comrectness of compi-
Iation algonithms.

Categories and Subject Descriptors  D.3.2 |Programming Lan-
guages): Language Classifications—Specialized application -
Fuages

Keywords  Software-defined networking, Frenetic, Network pro-
pramming lnguages, Domain-specific langanges, Kleene algebm
with tests, NetKAT.

1. Introduction

Traditional network devices have been called “the last bastion of
mainframe compating” 9], Unlike modern computers, which are
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standard interfaces, networks have been built the same way since
the 1970s: out of special-purpose devices such as routers, switches,
firewalls, Joad balancers, and middle-boxes, each implemented
with custom hardware and programmed using propeietary inter
faces. This design makes it difficalt to extend networks with mew
functionality and cffectively impossible to reason procisely about
their behavior,

However, a revolution has taken place with the recent nise of

defined. King (SON). I SDN, a general-purpase con-
troller machine mansges a collestion of programmable switches
The controller responds o petwork events such as new connec
tiows from hosts, fopology changes, and shifts in waffic Joad by
re-programming the switches accordingly. Because the controller
has a global view of the peswork, it is easy 1o use SDN to imple
ment a wide varicty of standard applicstions such &s shorest-path
routing, traffic monioring, and access contzol. as well &s more so-
phisticated i such as ntrasion detection.
and fault-tolerance.

A major oppeal of SDN is that it defines opes standards that
any vendor can implement. For example, the OpenFlow AP1 [21]
clearly specifies the capabilities and behavice of switch hardware
and defines a low-level langusge for manipulating their configura-
ticess, However, programs written directly for SON platfarms such
s OpenFlow are akin to assembly: easy for hardware to implement.
bus difficult for humsans to write.

Network programming languages. In recent years, several dif
ferent research groups have proposed domair-specific lunguages
foe SDN (57, 23-25, 31, 32), The goal of these nerwork pro-
gramming lamguages is 1o mise the level of shstraction of net
work programs above hardwase-orienied Apis such as OpenFlow,
therehy making it easier to build sophisticased and reliable SON
applications. For example, the languages developed in the Frenstic
project [30] support a two-phase programming model: (i) a general
purpose program respoods o network events by gencrating a static
foewarding policy: and (if) the static policy is compiled and passed
10 u run-time system that configures the switches using OpenFlow
messages, This model balances expressiveness—dynamic policies
can be expressed by having the general-purpose program geverate
a sequence of static policies—and simplicity—forwanding policies
are writien in a simple domain-specific language with  clear se-
mantics, so programs can be ralyzed and ceven verified using
tamated tools {7, 26).

Sulll, 1 bas never been clear whin features u static policy lan-
guage shoald support, The initial version of Frenetic [6] used sim-
ple lists of predicate-action rules s policies, where the actions in
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Abstract

NetKAT is u domusin specific linguage and Jogic for specifying
and verifying network packes-processing functions, e consists
of Kleene algeben with tests (KAT) ungmensed with primitives
for testing and modifying packet headers and encoding netwark
topologies, Previous work developad the desiga of the langange
and its standasd sensantics, proved the soundeess and compleleness
of the logic, defined a PSPACE alzorithm for decxding equivalence,
and presented several practical spplications

This papes develops the coalgebraic theery of NetKAT, inclad-
ing a speciulized version ol the i derivati presents
& new ellicient algorithm for deciding 1be equational theeey sing
hesimuliion. The coalgebeuic structure admits un efficient sparse

Jis i licant reductian in the size of the
state space. We discuss the details of oer implementation and apti-
i ht explait NetKAT d coalgebrsi

moroved performance. We peesens
s from expeniments demanstrating that oar ool s competi-
tive with stare-of-the-art wols on several beachmarks including all-
pakes conpectivity, loop-freedom, and translaton validation,
Categories and Subject Deseriptors 43 (Formal Langunges)
Classes defined hy grammars o¢ autamita

Keywords Coulgebru: Kleene ulgebra with tests; Braozowski
derivatives: sulomata: network verification: NetKAT.

1. Introduction

Networks have received widespread attention In recent years &
» tanges for domaln-specific language design. The emerpence of
software-defined networking (SDN) as & populsr parsdigm for
network programmang has led to the sppearance of a sumbder of
SDN programming languages including Frenetic, Netle, NetCore,
Pyretc, Maple, and PANE, amoeg others [10-12, 26, 27, 39, 40].
The details of thess languages dsffer, bul sach seeks @ provide
high-Jevel ubstractions to simplify (b task of specifying the packet-
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peocessing dehavior of & network. 1o addition 10 SDN languages,
o number of verification tools including HSA, VeriFlow, Flowl og,
and VeriCon arc also being sctively developed (2. 16, 17, 28] As
SDN is being deplayed in peochiction enterprise, dats center, and
widc-azca aetwoks |14, 19, 20, it is becoming clear that SDN is
lse next major siep in e evolutica of ectwork teehnology and is
destined W have 3 signilicant impact

Previous work by Anderson ot al. [1] mtroduced NetKAT, & fan-
guage and logic for specifying and verifying the puckel. processing
bekavior of neweeks. NetKAT provides geaeral purpess program-
ming coastraces such as parnlled aed sequentia! coaposition, con-
ditional sests, and ilerution, as well as special-purpuse primitives
for querying and modifying packet headers and encoding network
topologies, The language allows the desired hehavior of a network
10 be specitied equationally. [n contrast to compeling appeoaches,
NetKAT bas o formal mathematical senantics and an equational
deductive systeen that is sound and complete over st sensantics,
as well 23 4 PSPACE decision procedure. It is based oa Kleene 21
gebea with tests (KAT), un algebeuic system foc propasitional pro-
grum verification that has been extensively studied foc nearly two
decades [22). Several pructical upplicaticns of NetKAT have bsen
developad, including algorithms for testing reachability aexl non-
interference and a syntactic correctness proof for 4 compéler that
transhates programs to bardware instructions for SDN switches.

This paper develops the coalgebraic theory of NetKAT, defines
anew slgorithm foe deciding equivalence besed oa this ehsology,
and preseons a full implementatson in OCaml The new algorithm
is significantly more eflicient than the previous naive algodithm {1],
which wis PSPACE in the best case and the woest case, as it wis
bused an the determinization of a noadsterministic lgoritm.

The contributions of this pap=r are bolh theoretical and practi-
«cal. On the theorstical side, we introduce a new coalgehraic model
of NetKAT, including o specialized versiva of the Brzozowski
derivative in both semantic and syntactic farms. We peove a ve-
ssan of Kleene's theocem foe NetKAT that shows that the coal-
pebeaic model is equivalent to the standard packet-peocessing and
lanzuage models introduced previously (1), A highlizht of our the-
oretal developenent is a fepresentation theorem showing tsat the
Braozowski derivative can be concisely encoded kn matrix form. On
e practical side. we develop a new coulgebraic decision procedure
foe term equivalencs based on our theoretical results, slong with a
full implementation in OCaml. The algurithm constnucts a bisimu-
latives between coslgebras built from NetK AT expressions vis the
Brzozawski derivative. The matnix representation enables s to ex.
ploit spurseness o obtain o significant reduction in the size of the
state space. The implementatian is very efficient in practice—it can
werify reachability in 2 real-warkd campus netwock in bess than o
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Recent years have seen growing isterest in high-Jevel languages for
programming networks. Bat the design of these languages has beeo
largely ad hoc, driven mare by the needs of applications and the
capubilities of network hardware than by foundational principles.
The lack of u semantic foundation bas left language designers with
little guidance in determining how 1 incorporate new features, and
programmers without a means to reasan precisely about their code

This paper presents NetKAT, a new network programmsing L
guage that is based on a solid matbematical foundation and comes
equipped with a sound and camplete equational theory. We describe
the design of Netk AT, including primitives for filtering. modifying,
and transmitting packets; unlon and sequential composition oper-
ators: and 2 Kleene star operator that iterates programs. We show
that NetK AT is an instance of 2 canonical and well-studied mathe.
matical structure calied 3 Kloene algebea with tests (KAT) and prove
that its cquationsal theory is sound and complete with respect 1 its
denctatianal semantics. Fenally, we present practical spplications of
the equational theory including syntactic techniques for checking
reachability, proving mon-mterterence propertics that ensure isola-
tion between programs, and establishing the correctness af compi
lation algorithms.

Categories and Subject Descriptors 2 [Programming Lan
guages): Language Classifications—Specialized application ban-
Fuages

Keywords  Software-defined networking, Frenetic, Network pro-
gramming knguages, Domain-specific langunges, Kleene algebm
with tests, NetKAT.

1. Introduction

Traditional network devices have boen ealled “the st bastion of
mainframe compating” (9], Unlike modern computers, which are
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standard interfuces, netwosks have been built the same way since
the 1970s: owt of special-purpose devices such as routers, switches,
firewalls, Joad balancers, and middle-boxes, each implemented
with custom hardware and progrummed using propeiecary inter
faces. This design makes it difficalt 0 extend netwocks with pew
functionality and effectively impossible to reason precisely about
their beha

However, a revolutioa has taken place with the recent rise of

defined. N). I SON, & gencral-purpose con-
troller machine manges a collestion of programmable switches
The coatroller responds to petwork events such as new cannec
tions from hosts, topology changes, and shifts in traffic boad by
re-programming the switches sccordingly. Because the controlles
has a global view of the peswork, it is easy to use SDN to imple
ment a wide varicty of standard applications such as shorsest-path
routing, traflic monitoring. and sccess control, as well as more so-
phisticated spplications such as load halancing, intrasion detection.
and fault-tolerance.

A major appeal of SON s that it defines open standards that
any vendor can implement. For examgple, the OpenFlow AP1 [21]
clearly specifies the capabilities and behavior of switch hardware
and defiees a low-kevel linguage for manipalating their configura-
tioas. However, programs written directly for SON platfarms such
as OpenFlow are akin to assembly: easy for hardware to implement.
bt difficult for hamans to write.

Network programming languages. In recent years, several dif
fereat research grovps have proposed domain-specific languages
foe SDN (3 31, 32, The goal of these nerwork pro-
gramming languages is to raise the level of sbstraction of net
work programs above hardwase-orienied APis such as OpenFlow,
thereby making it casier to buikd sophisticaied and reliable DN
upplications. For example, the Enguages developed in the Frenetic
project [30] support a two-phase programming model: (i) a general
purpose program responds o network events by gencrating a static
foewarding policy; and (if) the static palicy is compiled and passed
10 u run-time system that configures the switches using OpenFlow
messages, This model balances expressiveness—dynamic policies
can be expressed by having the general-purpose program generate
a sequence of static policies—and simplicity—forwanding policies
are writien in  simple domain-specific language with & clear se-
mantics, so programs can be analyred and cven verified using
tamated tools {7, 26).

Stlll, it bas never been clear what features a static policy lan-
gukge shoald support, The initial version of Frenetic [6] used sim-
ple lists of predicate-action rules s policies, where the actions in
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NetKAT is u domusin specific linguage and Jogic for specifying
and verifying network packes-processing functions, e consists
of Kleene algeben with tests (KAT) ungmensed with primitives
for testing and modifying packet headers and enooding network
topologies, Previous work developad the desiga of the langange
and its standasd sensantics, proved the soundeess and compleleness
of the Jogic. defined a PSPACE alzorithm for deciding equivalence,
and presented several practical spplications

This paper develogs the coalgebeaic theery of NetKAT, inclad-
i ersion of the i deri ., and presents
algorithm for dociding Lbe equativaal theeey using
hesimulation. The coalgebeuic structure admits an effiaent sparse
representativn thut resulis in 2 signilicant reduction in the size of the
stade space. We discuss the details of oer implementation and apti-

hat xplait NetKAT ticaal und coalgebrai

struchiee 1o vield sipnificantly improved performance, We peeseet
results from expeniments demanstrating that oar tool is competi-
Live with stare-of-the-art wols on several beachmarks including all-
pakes coneectivity, loop-freedom, and translaton validarion,

Categories and Subject Descriptors  F4 3 (Formal Lanpuages)
Classes defined hy grammans o ausamita

Keywords  Coulgebe: Kleene ulgebra with tests; Broazawski
decivatives: sulomata: network verification; NetKAT.

1. Introduction

Networks have received widespread attention o recent years &
o tanges for domain-spec age design. The emergence of
software-defined networking (SDN) as & populsr parsdigm for
network programming has led to the sppearance of 4 pumber of
SDN programming languages including Frenetc, Netle, NetCare,
Pyretc, Maple, and PANE, amoeg others [10-12, 26, 27, 39, 40].
The details of these languages differ, bul sach seeks t© provade
high-evel ubstructions to simplicy (b task of specifying the pocket-
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peocessing dehavior of & nework. I addition 10 SDN languages,
# number of verification tools including HSA, VeriFlow, Flowl og,
and VeriCon arc also being sctively developed (2. 16, 17, 28] As
SDN is being deplayed in peochiction enterprise, data center, and
wide-area actwoeks |14, 19, 20), it & becoming clear that SDN is
the next major step in e evolution of ectwork technology and is
destined W have a signilicant impact

Previous work by Anderson ot al. [1] mtroduced NetKAT, & fan-
guage and logic for specifying and verifying the puckel. processing
behavior of neowoeks. NetKAT provides geseral-purpose
ming coastracts such as parnlled ard sequentin! coamposi
ditional sests, and ilerution, as well as special-purpuse primitives

querying and modifying packet headers and encoding netwark
topologies, The language allows the desired hehavior of a network
W be specitied equationally. [ conteast to compeling appecaches,
NetKAT has o formal mathematical semantics and an oquational
deductive systeen that is sound and complete over st sensantics,
as well 23 4 PSPACE decision procedure. It is based oa Kleene 21
gebra with tests (KAT), un lgebeuic system for propositional pro-
grum verification that has been extensively studied foc nearly two
decades [22). Several pructical upplicaticns of NetKAT have bsen
developad, including alporithms for testing reachability aexd non-
interference and a syntactic correctness proof for o compeler tha
translates programs @ ardware instroctions for SDN switche:

This paper develops the coalgebraic theory of NetKAT, defines
anew slgorithm foe deciding equivalence besed oa this ehsology,
and preseons a full implementatson in OCaml The new algorithm
is significantly more efcient than the previous naive algotithm (1],
which wis PSPACE in the best case and the woest case, as it wis
bused an the determinization of a neadeterministic wlgarithm.

The coniributions of this papsr are bolh theoretical and practi-
cal. On the thearetical side, we introduce a new coalgebraic mudel
of NetKAT, including o specialized versiva of the Brzozowski
derivative in both semantic and syntactic farms. We prove a ver-
sian of Kleene's theocem foe NetKAT that shows that the cosl-
pebeaic model is cquivalent to the standard packet-peocessing and
lanzuage models introduced previously (1), A highlizht of our the-
oretcal development is 4 fepresentation theore showing sit the
Braozowski derivative can be conclsely encoded bn matrix form. On
e practical side, we develop 4 new coulgebraic decision procedure
foe term equivalence based on 0ur theoretical results, Soeg with a
full implementition in OCaml. The algorithm cosstructs a bisimu-
latives between coslgebras built from NetK AT expressions vis the
Brzozawski derivative. The matnix representation enables s to ex.
ploit spurseness to obtain o significant reducton in the size of the
state space. The is very efficient in 15
reachability in 2 real-warld campus netwoek in bess than a

POPL’15

PROBAHB

POPL’17

2017

L

ST

PLDI’19

2019

2022

2024 2025 2026



NetKAT: Semantic Foundations for Networks

Carolyn Jane Anderson Nate Foster Arjun Guha
Swarthmare College * Comell University University of Massachusetts Amherst *
Jean-Baptiste Jeannin Dexter Kozen Cole Schlesinger David Walker
Camegic Mellon University * Comell University Princetan University Princeton University
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Recent years have seen growing isterest in high-Jevel languages far
programming networks. Bat the design of these Binguages has beeo
largely ad hoc, driven more by the needs of applications and the
capabilitics of network hardware than by foundational principles.
‘The lack of u semantic foundation bas left lnguage designers with
little guidance in determining how 10 incorporate new features, and
programmers without a means to reasan precisely about their code
This paper peesents NetKAT, a new network programming L
guage that is based on a solid mathematical foundation and comes
equipped with a sound and complete equatianal theary. We describe
the design of Netk AT, including primitives for filtering. modifying,
and transmitting packets; union and sequestial camposition oper-
ators; and 2 Kleene star operator that iterates programs. We show
that NetKAT is an instance of 2 canonical and well-studied mathe.
matical structure called 3 Kleene algebea with tests (KAT) and prove
that its equational theory is sound and compiete with respect 1 its
denotational semantics. Fenally, we present practical applications of
the equational theory inclading syntactic techniques for checking
reachability, proving mon-interterence propertics that ensure isola-
: ween programs, and establishing the correctness of compi
Iation algogithms.

Categories and Subject Descriptors D32 [Programming Lan
puages]: Language Classifications—Specialized application lun-
guages

Keywords  Software-defined networking, Frenetic, Network pro-
gramming knguages, Domain-specific lnguages, Kleene algebr
with tests, NetKAT.

1. Introduction

Traditional network devices have boen called *the Iast bastion of
mainframe compating” (9], Unlike modern computers, which are
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with
standard interfaces, networks have been built the same way since
the 1970s: owt of special-purpose devices such as routers, switches,
firewalls, Joad balancers, and middle-boxes, each implemented
with custom hardware and programmed using propeietary inter
faces. This design makes it difficalt 0 extend netwocks with pew
functionality and effectively impossible to reason precisely about
their behavior,

However, a revolutioa has taken place with the recent rise of
software-defined N). I SDN, @ g purpose con-
troller machine manages a collection of programmable switches
The coatroller responds to petwork events such as new connec
tios from hosts, topology changes, and shifts in traffic Joad by
re-peogramming the switches sccordingly. Because the controller
has a glohal view of the petwork, it is easy 1o use SDN to imple
ment o wide variety of standard applications such as shorsest-path
routing, traflic monitoring. and sccess control, as well as more so-
phisticated spplications such as load balancing, intrusion detection.
and fault-tolerance.

A major appeal of SON s that it defines open standards that
any vendor can implement. For example, the OpenFlow AP1 [21]
clearly specifies the capabilities and behavior of switch hardware
and defiees a low-kevel linguage for manipalating their configura-
tioas. However, programs written directly for SON platfarms such
as OpenFlow are akin to assembly: easy for hardware to implement.
bt difficult for hamans to write.

Network programming languages. In recent years, several dif
ferent research grougs have proposed domair-specific langaages
foe SDN [5-7, 23-25, 31, 32]. The goal of these nerwork pro-
gramming languages is 1o mise the level of ahstraction of net
work programs above hardwase-oricnted Apis such as OpenFlow,
thereby making i casier to build sophisticated and reliable SDN
applications. For examgple, the Ianguages developed in the Frenstic
project [30] suppart  two-phase programming model: (i) a general
purpose program responds 1o network events by gencrating a static
forwarding policy; and (ii) the static policy is compiled and passed
to & run-time system that coafigures the switches using OpenFlow
messages, This model balances expressiveness—dynamic policics
can be expressed by having the general-purpose program generate
a sequence of static policies—and smplicity—farwarding policies
are writicn in a simple domain-specific language with a clear se-
mantics, 5o programs can be analyzed and even verified using au
tamated tools {7, 26].

Sulll, it bas never been clear what features u static policy lan-
guage should support, The initial verskon of Frenetic [6) used sim-
ple lists of predicate-action rules as policies, where the actions in
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and verifying network packes-processing. funclians, T; consists

of Kleene alpeben with tests (KAT) angmented with primitives

for testing and modifying packet hieaders and encoding network

topolagiss. Previous work developad the design of the langnnge

and its standard sensantics, proved the soundeess and compleleness

of the logic, defined a PSPACE alzorithm for decxding equivalence,
5

and presented several practcal spplication
“This paper develops the coalgebesic theoey of NetKAT, incld-

ings exsion of the Brzozowski ard presents
& new ellicient algorithm for deciding tbe equational theeey usi
hesimuliion. The coalgebeuic structure admits un efficient sparse
representativn thut resulis in 2 signilicant reduction in the size of the
stade space. We discuss the details of oer implementation and apti-
plait NetKAT ticaal und coalgebrai

structiee to vield sipnificantly impraved perfarmance. We pecsent
results from expeniments demanstrating that oar o0l s competi-
e with stare-ol-the-art 1ols on several beachmirks including all-
pakes coneectivity, loop-freedom, and translaton validarion,
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1. Introduction

Networks have received widespread attention lo recent years &
o tanges for domain-specific language design. The emerpence of
software-defined networking (SDN) as & populsr parsdigs
network programming has led to the sppearance of 4 pumber of
SDN programming languages including Frenetic, Netle, NetCore,
Pyretic, Miple, ind PANE, amoeg others [10-12, 26, 27, 39, 40).
The details of these languages dsffer, bul each seeks o provade
high-evel ubstructions to simplicy (b task of specifying the pocket-
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arc also being sctively developed (2. 16, 17, 28] As
chiction enterprise, daty center, and
. it is becomsing clear that SDN is
the next major step in e evolution of ectwork technology and is
destined W have a signilicant impact

Previous work by Anderson ot al. [1] mtroduced NetKAT, & fan-
guage and logic for specifying and verifying the puckel. processing
behavior of neowoeks. NetKAT provides geoerul-purposs program.

trocts such as parnllel ard sequentinl compesition, con-
as well as special-puspise primitives
modifying packet headers and encoding netwark
topotog \guage allows the desized hehavior of a netwark
1 be specithed equationally. I contrast 1o competing appeoaches,
NetKAT has o formal mathematical senantics and an equational
deductive system that i sound and complele over st semstics,
as well 23 4 PSPACE decision procedure. It is based oa Kleene 21
gebra with tests (KAT), un lgebeuic system for propositional pro-
grum verification that has been extensively studied foc nearly tw
decs verul pructical applications of NetKAT have been
devel testing reachability aexl non-
interference and a syntactic correctness proof for 4 compéler that
translates programs 0 hardware instructions for SDN switcie

This paper develops the coal gebraic theory of NetK/ s
anew slgorithm foe deciding equivalence besed oa this ehsology,
and preseens a full imolemeataton in OCaml The new algocithem
is significant) icient than the previous naive algoithm (11,
which was PSPACE in the best case and the woest case, as it wis
bused an the determinization of a neadeterministic wlgarithm.

The contributions of this paper are boll thooretical und practi-
cal. On the thearstical side., we introduce 2 new coalgehraic model
of NetKAT, including o specialized versiva of the Brzozowski
derivative in bath semantic and syntactic farms. We prove a ver-
sin of Kleene's theocem foe NetKAT that shows that the cosl-
pebeate model is equivalent to the standard pocket-peocessing and
lanzuage models introduced previously (1), A highlizht of our the-
orctical development is & fepresentation theorets showing Usar the
Braozowski derivative can be conclsely encoded bn matrix form. On
e practical side, we develop a new coulgebraic decision procedure
foe term equivalence based on 0ur theoretical results, Soeg with a
full implementition in OCaml. The algorithm cosstructs a bisimu-
lation between coslgebras built from NetKAT expressions vis the
Brzozawski derivative. The matnix representation enables s to ex.
ploit spurseness to obtain o significant reducton in the size of the
state space. The implementatian is very efficient in practice—it can
werify reachability in 2 real-warkd campus netwock in bess than o

POPL’15

PROBABILIST

POPL’17 PLDI’19

2017 2019

GoNe

Concurrent NetKAT

Modeling and analyzing stateful, concurrent networks

Jana Wagemaker! & =, Nate Foster? (@, Tobias Kappé? (
Dexter Kozen? @, Jurriaan Rot!, and Alexandra Silva? @

! Radboud University, Nijmegen, The Netherlands
Jana.Wagemaker@ru.nl
2 Cornell University, Ithaca, New York, USA
LILLC; University of Amsterdam, The Netherlands

Abstract. We introduce Concurrent NetKAT (CNetKAT), an extension
of NetKAT with operators for specifying and reasoning about concur-
rency in scenarios where multiple packets interact through state. We
provide a model of the language based on partially-ordered multisets
(pomsets), which are a well-established mathematical structure for defin-
ing the denotational semantics of concurrent languages. We provide a
sound and complete axiomatization of this model, and we illustrate the
use of CNetKAT through examples. More generally, CNetKAT can be un-
derstood as an algebraic framework for reasoning about programs with
both local state (in packets) and global state (in a global store).
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Recent years have seen growing isterest in high-Jevel languages far
programming networks. Bat the design of these Binguages has beeo
largely ad hoc, driven more by the needs of applications and the
capabilitics of network hardware than by foundational principles.
‘The lack of u semantic foundation bas left lnguage designers with
little guidance in determining how 10 incorporate new features, and
programmers without a means to reasan precisely about their code

This paper peesents NetKAT, a new network programming L
guage that is based on a solid mathematical foundation and comes
equipped with a sound and complete equatianal theary. We describe
the design of Netk AT, including primitives for filtering. modifying,
and transmitting packets; union and sequestial camposition oper-
ators; and 2 Kleene star operator that iterates programs. We show
that NetKAT is an instance of 2 canonical and well-studied mathe.
matical structure called 3 Kleene algebea with tests (KAT) and prove
that its equational theory is sound and compiete with respect 1 its
denotational semantics. Fenally, we present practical applications of
the equational theory inclading syntactic techniques for checking
reachability, proving mon-interterence propertics that ensure isola-
tion between programs, and establishing the correctress of compi
Iation algogithms.

Categories and Subje
puages]: Language Clas
guages

Descriptors D32 [ Programming Lan
fications—Specialized application kn-

Keywords  Saftwarc-defined networking, Frenetic, Network pro-
gramming knguages, Domain-specific languages. Kleene algebm
with tests, NetKAT.

1. Introduction

Tradivional network devices have been called “the last bastion of
mainframe computing” (9], Unlike modem computers, which are
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standard interfaces, networks have been built the same way since
the 1970s: owt of special-purpose devices such as routers, switches,
firewalls, Joad balancers, and middle-boxes, each implemented
with custom hardware and programmed using propeietary inter
faces. This design makes it difficalt 0 extend netwocks with pew
functionality and effectively impossible to reason precisely about
their beha

However, a revolutioa has taken place with the recent rise of
software-defined N). I SDN, @ g purpose con-
troller machine manages a collection of programmable switches
The coatroller responds to petwork events such as new connec
tios from hosts, topology changes, and shifts in traffic Joad by
re-peogramming the switches sccordingly. Because the controller
has a glohal view of the petwork, it is easy 1o use SDN to imple
ment o wide variety of standard applications such as shorsest-path
routing, traflic monitoring. and sccess control, as well as more so-
phisticated spplications such as load balancing, intrusion detection.
and fault-tolerance.

A major appeal of SON s that it defines open standards that
any vendor can implement. For example, the OpenFlow AP1 [21]
clearly specifies the capabilities and behavior of switch hardware
and defiees a low-kevel linguage for manipalating their configura-
tioas. However, programs written directly for SON platfarms such
as OpenFlow are akin to assembly: easy for hardware to implement.
bt difficult for hamans to write.

Network programming languages. In recent years, several dif-
ferent rescarch groups have proposed domain-specific langaages
foe SDN (57, 23-25, 31, 32]. The goal of these nerwork pro-
gramming lamguages is o ruise the level of shstraction of net
work programs above hardwase-oriented Apis such as OpenFlow,
thereby making it casier to build sophisticsied and reliable SDN
applications. For example, the languages developed in the Frenetic
project [30] suppart  two-phase programming model: (i) a general
purpose program respoods 10 network events by gencrating a static
foewarding policy; and (i) the static policy is compiled and passed
t & run-time system that coafigures the switches using OpenFlow
messages, This model balances expressiveness—dynamic policies
can be expressed by having the general-purpose program generate
2 sequence of static policies—and smplicity—farwarding policies
are writion in a simple domain-spocific language with a clear se-
mantics. so programs can be analyzed and even verified using s
tamated tools {7, 26).

Sulll, it bas never been clear what features u static policy lan-
guage should support, The initial verskon of Frenetic [6) used sim-
ple lists of predicate-action rules as palicies, where the actions in
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language und Jogic for specifying

and verifying network packes-processing functions, e consists
of Kleene algeben with tests (KAT) ungmensed with primitives
for testing and modifying packet headers and encoding netwark
topologies, Previous work developad the desiga of the langange
and its standard semantics, proved the soundress and completeness
of the Jogic. defined a PSPACE alzorithm for deciding equivalence,
and presented several practical spplications

‘This paper dovel
ings e
& new ellicient algorithm for deciding 1be equational theeey sing
hesimuliion. The coalgebeuic structure admits un efficient sparse
representativn thut resulis in 2 signilicant reduction in the size of the
stade space. We discuss the details of oer implementation and apti-

hat xplait NetKAT ticaal und coalgebrai

structiee to vield sipnificantly impraved perfarmance. We pecsent
results from expeniments demanstrating that oar tool is competi-
e with stare-ol-the-art 1ols on several beachmirks including all-
pakes coneectivity, loop-freedom, and translaton validarion,
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1. Introduction

Networks have received widespread attention o reeent yes
o target for domain-specific language design. The emerper
software-defined networking (SDN) as & populsr parsdi
network programming has led to the sppearance of 4 pumber of
SDN programming languages including Frenetic, Netle, NetCore,
Pyretic, Miple, ind PANE, amoeg others [10-12, 26, 27, 39, 40).
The details of these languages dsffer, bul each seeks o provade
high-evel ubstructions to simplicy (b task of specifying the pocket-
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percessing behavior of & nework. 1o addition 10 SDN languages,
A number of verification tools incliuding HSA, VeriFlow, Flowl og,
arc also being sctively developed (2. 16, 17, 28] As
SDN is being deplayed in peochiction enterprise, dats center, and
wide-area actwoeks |14, 19, 20), it & becoming clear that SDN is
the next major step in e evolution of ectwork technology and is
destined W have a signilicant impact

Previous work by Anderson ot al. [1] mtroduced NetKAT, & fan-
guage and logic for specifying and verifying the puckel. processing
behavior of neowoeks. NetKAT provides geoerul-purposs program.
ming coastraces such as parnlled aed sequentia! coaposition, con-

¢ . as well as special-puspise primitives
o odifying packet headers amd encoding netwark
topotog anguage allows the desired hehavior of a network
1 be specithed equationally. I contrast 1o competing appeoaches,
NetKAT has o formal mathematical senantics and an equational
deductive system that i sound and complele over st semstics,
as well 23 4 PSPACE decision procedure. It is based oa Kleene 21
gebra with tests (KAT), un lgebeuic system for propositional pro-
grum verification that has been extensively studied foc nearly two
Severul pructical applicutioas of NetKAT have been
o uding alporithms for testing reachability aed non-
interference and a syntactic correctness proof for 4 compeler 1
translates programs o hardware instruoctions for SDN switches.

This paper develops the coalgebraic theory of NetKAT, defines
anew slgorithm foe deciding equivalence besed oa this ehsology,
and preseens a full imolemeataton in OCaml The new algocithem
is significantly more efcient than the previous naive algotithm (1],
which was PSPACE in the best case and the woest case, as it wis
bused an the determinization of a neadeterministic wlgarithm.

The contributions of this paper are boll thooretical und practi-
cal. On the thearstical side., we introduce 2 new coalgehraic model
of NetKAT, including o specialized versica of the Brzozowski
derivative in bath semanti syntactic: farms. We peove a ver-
sin of Kleene's theocem foe NetKAT that shows that the cosl-
pebeate model is equivalent to the standard pocket-peocessing and
lanzuage models introduced previously (1), A highlizht of our the-
orctical development is & fepresentation theorets showing Usar the
Braozowski derivative can be conclsely encoded bn matrix form. On
e practical side, we develop a new coulgebraic decision procedure
for term equivalence based oe our theoretical results, doeg with
full implementition in OCaml. The algorithm cosstructs a bisimu-
lation between coslgebras built from NetKAT expressions vis the
Brzozawski derivative. The matnix representation enables s to ex.
ploit spurseness to obtain o significant reducton in the size of the
state space. The implementatian is very efficient in practice—it can
werify reachability in 2 real-warkd campus netwock in bess than o
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Abstract. We introduce Concurrent NetKAT (CNetKAT), an extension
of NetKAT with operators for specifying and reasoning about concur-
rency in scenarios where multiple packets interact through state. We
provide a model of the language based on partially-ordered multisets
(pomsets), which are a well-established mathematical structure for defin-
ing the denotational semantics of concurrent languages. We provide a
sound and complete axiomatization of this model, and we illustrate the
use of CNetKAT through examples. More generally, CNetKAT can be un-
derstood as an algebraic framework for reasoning about programs with
both local state (in packets) and global state (in a global store).

Keywords: Concurrent Kleene algebra, NetKAT, completeness, concurrency
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Abstract

Recent years have seen growing isterest in high-Jevel languages far
programming networks. Bat the design of these Binguages has beeo
largely ad hoc, driven more by the needs of applications and the
capabilitics of network hardware than by foundational principles.
‘The lack of u semantic foundation bas left lnguage designers with
little guidance in determining how 10 incorporate new features, and
programmers without a means to reasan precisely about their code

This paper peesents NetKAT, a new network programming L
guage that is based on a solid mathematical foundation and comes
equipped with a sound and complete equatianal theary. We describe
the design of Netk AT, including primitives for filtering. modifying,
and transmitting packets; union and sequestial camposition oper-
ators; and 2 Kleene star operator that iterates programs. We show
that NetKAT is an instance of 2 canonical and well-studied mathe.
matical structure called 3 Kleene algebea with tests (KAT) and prove
that its equational theory is sound and compiete with respect 1 its
denotational semantics. Fenally, we present practical applications of
the equational theory inclading syntactic techniques for checking
reachability, proving mon-interterence propertics that ensure isola-
tion between programs, and establishing the correctress of compi
Iation algogithms.

Categories and Subje
puages]: Language Clas
guages

Descriptors D32 [ Programming Lan
fications—Specialized application kn-

Keywords  Saftwarc-defined networking, Frenetic, Network pro-
gramming knguages, Domain-specific languages. Kleene algebm
with tests, NetKAT.

1. Introduction

Tradivional network devices have been called “the last bastion of
mainframe computing” (9], Unlike modem computers, which are
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with dity hardware and wsing
standard interfaces, networks have been built the same way since
the 1970s: owt of special-purpose devices such as routers, switches,
firewalls, Joad balancers, and middle-boxes, each implemented
with custom hardware and programmed using propeietary inter
faces. This design makes it difficalt 0 extend netwocks with pew
functionality and effectively impossible to reason precisely about
their beha

However, a revolutioa has taken place with the recent rise of
software-defined N). I SDN, @ g purpose con-
troller machine manages a collection of programmable switches
The coatroller responds to petwork events such as new connec
tios from hosts, topology changes, and shifts in traffic Joad by
re-peogramming the switches sccordingly. Because the controller
has a glohal view of the petwork, it is easy 1o use SDN to imple
ment o wide variety of standard applications such as shorsest-path
routing, traflic monitoring. and sccess control, as well as more so-
phisticated spplications such as load balancing, intrusion detection.
and fault-tolerance.

A major appeal of SON s that it defines open standards that
any vendor can implement. For example, the OpenFlow AP1 [21]
clearly specifies the capabilities and behavior of switch hardware
and defiees a low-kevel linguage for manipalating their configura-
tioas. However, programs written directly for SON platfarms such
as OpenFlow are akin to assembly: easy for hardware to implement.
bt difficult for hamans to write.

Network programming languages. In recent years, several dif-
ferent rescarch groups have proposed domain-specific langaages
foe SDN (57, 23-25, 31, 32]. The goal of these nerwork pro-
gramming lamguages is o ruise the level of shstraction of net
work programs above hardwase-oriented Apis such as OpenFlow,
thereby making it casier to build sophisticsied and reliable SDN
applications. For example, the languages developed in the Frenetic
project [30] suppart  two-phase programming model: (i) a general
purpose program respoods 10 network events by gencrating a static
foewarding policy; and (i) the static policy is compiled and passed
t & run-time system that coafigures the switches using OpenFlow
messages, This model balances expressiveness—dynamic policies
can be expressed by having the general-purpose program generate
2 sequence of static policies—and smplicity—farwarding policies
are writion in a simple domain-spocific language with a clear se-
mantics. so programs can be analyzed and even verified using s
tamated tools {7, 26).

Sulll, it bas never been clear what features u static policy lan-
guage should support, The initial verskon of Frenetic [6) used sim-
ple lists of predicate-action rules as palicies, where the actions in
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language und Jogic for specifying

and verifying network packes-processing functions, e consists
of Kleene algeben with tests (KAT) ungmensed with primitives
for testing and modifying packet headers and encoding netwark
topologies, Previous work developad the desiga of the langange
and its standard semantics, proved the soundress and completeness
of the Jogic. defined a PSPACE alzorithm for deciding equivalence,
and presented several practical spplications

‘This paper dovel
ings e
& new ellicient algorithm for deciding 1be equational theeey sing
hesimuliion. The coalgebeuic structure admits un efficient sparse
representativn thut resulis in 2 signilicant reduction in the size of the
stade space. We discuss the details of oer implementation and apti-

hat xplait NetKAT ticaal und coalgebrai

structiee to vield sipnificantly impraved perfarmance. We pecsent
results from expeniments demanstrating that oar tool is competi-
e with stare-ol-the-art 1ols on several beachmirks including all-
pakes coneectivity, loop-freedom, and translaton validarion,

Categoriex and Subject Descriptors F4 3 (Formal Languages)
Classes defined hy grammans o ausamita

Keywords  Coulgebe: Kleene ulgebra with tests; Broazawski
decivatives: sulomata: network verification; NetKAT.

1. Introduction

Networks have received widespread attention o reeent yes
o target for domain-specific language design. The emerper
software-defined networking (SDN) as & populsr parsdi
network programming has led to the sppearance of 4 pumber of
SDN programming languages including Frenetic, Netle, NetCore,
Pyretic, Miple, ind PANE, amoeg others [10-12, 26, 27, 39, 40).
The details of these languages dsffer, bul each seeks o provade
high-evel ubstructions to simplicy (b task of specifying the pocket-
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percessing behavior of & nework. 1o addition 10 SDN languages,
A number of verification tools incliuding HSA, VeriFlow, Flowl og,
arc also being sctively developed (2. 16, 17, 28] As
SDN is being deplayed in peochiction enterprise, dats center, and
wide-area actwoeks |14, 19, 20), it & becoming clear that SDN is
the next major step in e evolution of ectwork technology and is
destined W have a signilicant impact

Previous work by Anderson ot al. [1] mtroduced NetKAT, & fan-
guage and logic for specifying and verifying the puckel. processing
behavior of neowoeks. NetKAT provides geoerul-purposs program.
ming coastraces such as parnlled aed sequentia! coaposition, con-

¢ . as well as special-puspise primitives
o odifying packet headers amd encoding netwark
topotog anguage allows the desired hehavior of a network
1 be specithed equationally. I contrast 1o competing appeoaches,
NetKAT has o formal mathematical senantics and an equational
deductive system that i sound and complele over st semstics,
as well 23 4 PSPACE decision procedure. It is based oa Kleene 21
gebra with tests (KAT), un lgebeuic system for propositional pro-
grum verification that has been extensively studied foc nearly two
Severul pructical applicutioas of NetKAT have been
o uding alporithms for testing reachability aed non-
interference and a syntactic correctness proof for 4 compeler 1
translates programs o hardware instruoctions for SDN switches.

This paper develops the coalgebraic theory of NetKAT, defines
anew slgorithm foe deciding equivalence besed oa this ehsology,
and preseens a full imolemeataton in OCaml The new algocithem
is significantly more efcient than the previous naive algotithm (1],
which was PSPACE in the best case and the woest case, as it wis
bused an the determinization of a neadeterministic wlgarithm.

The contributions of this paper are boll thooretical und practi-
cal. On the thearstical side., we introduce 2 new coalgehraic model
of NetKAT, including o specialized versica of the Brzozowski
derivative in bath semanti syntactic: farms. We peove a ver-
sin of Kleene's theocem foe NetKAT that shows that the cosl-
pebeate model is equivalent to the standard pocket-peocessing and
lanzuage models introduced previously (1), A highlizht of our the-
orctical development is & fepresentation theorets showing Usar the
Braozowski derivative can be conclsely encoded bn matrix form. On
e practical side, we develop a new coulgebraic decision procedure
for term equivalence based oe our theoretical results, doeg with
full implementition in OCaml. The algorithm cosstructs a bisimu-
lation between coslgebras built from NetKAT expressions vis the
Brzozawski derivative. The matnix representation enables s to ex.
ploit spurseness to obtain o significant reducton in the size of the
state space. The implementatian is very efficient in practice—it can
werify reachability in 2 real-warkd campus netwock in bess than o
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Abstract. We introduce Concurrent NetKAT (CNetKAT), an extension
of NetKAT with operators for specifying and reasoning about concur-
rency in scenarios where multiple packets interact through state. We
provide a model of the language based on partially-ordered multisets
(pomsets), which are a well-established mathematical structure for defin-
ing the denotational semantics of concurrent languages. We provide a
sound and complete axiomatization of this model, and we illustrate the
use of CNetKAT through examples. More generally, CNetKAT can be un-
derstood as an algebraic framework for reasoning about programs with
both local state (in packets) and global state (in a global store).
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Abstract

Recent years have seen growing isterest in high-Jevel languages far
programming networks. Bat the design of these Binguages has beeo
largely ad hoc, driven more by the needs of applications and the
capabilitics of network hardware than by foundational principles.
‘The lack of u semantic foundation bas left lnguage designers with
little guidance in determining how 10 incorporate new features, and
programmers without a means to reasan precisely about their code

This paper peesents NetKAT, a new network programming L
guage that is based on a solid mathematical foundation and comes
equipped with a sound and complete equatianal theary. We describe
the design of Netk AT, including primitives for filtering. modifying,
and transmitting packets; union and sequestial camposition oper-
ators; and 2 Kleene star operator that iterates programs. We show
that NetKAT is an instance of 2 canonical and well-studied mathe.
matical structure called 3 Kleene algebea with tests (KAT) and prove
that its equational theory is sound and compiete with respect 1 its
denotational semantics. Fenally, we present practical applications of
the equational theory inclading syntactic techniques for checking
reachability, proving mon-interterence propertics that ensure isola-
tion between programs, and establishing the correctress of compi
Iation algogithms.

Categories and Subje
puages]: Language Clas
guages

Descriptors D32 [ Programming Lan
fications—Specialized application kn-

Keywords  Saftwarc-defined networking, Frenetic, Network pro-
gramming knguages, Domain-specific languages. Kleene algebm
with tests, NetKAT.

1. Introduction

Tradivional network devices have been called “the last bastion of
mainframe computing” (9], Unlike modem computers, which are
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with dity hardware and wsing
standard interfaces, networks have been built the same way since
the 1970s: owt of special-purpose devices such as routers, switches,
firewalls, Joad balancers, and middle-boxes, each implemented
with custom hardware and programmed using propeietary inter
faces. This design makes it difficalt 0 extend netwocks with pew
functionality and effectively impossible to reason precisely about
their beha

However, a revolutioa has taken place with the recent rise of
software-defined N). I SDN, @ g purpose con-
troller machine manages a collection of programmable switches
The coatroller responds to petwork events such as new connec
tios from hosts, topology changes, and shifts in traffic Joad by
re-peogramming the switches sccordingly. Because the controller
has a glohal view of the petwork, it is easy 1o use SDN to imple
ment o wide variety of standard applications such as shorsest-path
routing, traflic monitoring. and sccess control, as well as more so-
phisticated spplications such as load balancing, intrusion detection.
and fault-tolerance.

A major appeal of SON s that it defines open standards that
any vendor can implement. For example, the OpenFlow AP1 [21]
clearly specifies the capabilities and behavior of switch hardware
and defiees a low-kevel linguage for manipalating their configura-
tioas. However, programs written directly for SON platfarms such
as OpenFlow are akin to assembly: easy for hardware to implement.
bt difficult for hamans to write.

Network programming languages. In recent years, several dif-
ferent rescarch groups have proposed domain-specific langaages
foe SDN (57, 23-25, 31, 32]. The goal of these nerwork pro-
gramming lamguages is o ruise the level of shstraction of net
work programs above hardwase-oriented Apis such as OpenFlow,
thereby making it casier to build sophisticsied and reliable SDN
applications. For example, the languages developed in the Frenetic
project [30] suppart  two-phase programming model: (i) a general
purpose program respoods 10 network events by gencrating a static
foewarding policy; and (i) the static policy is compiled and passed
t & run-time system that coafigures the switches using OpenFlow
messages, This model balances expressiveness—dynamic policies
can be expressed by having the general-purpose program generate
2 sequence of static policies—and smplicity—farwarding policies
are writion in a simple domain-spocific language with a clear se-
mantics. so programs can be analyzed and even verified using s
tamated tools {7, 26).

Sulll, it bas never been clear what features u static policy lan-
guage should support, The initial verskon of Frenetic [6) used sim-
ple lists of predicate-action rules as palicies, where the actions in
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language und Jogic for specifying

and verifying network packes-processing functions, e consists
of Kleene algeben with tests (KAT) ungmensed with primitives
for testing and modifying packet headers and encoding netwark
topologies, Previous work developad the desiga of the langange
and its standard semantics, proved the soundress and completeness
of the Jogic. defined a PSPACE alzorithm for deciding equivalence,
and presented several practical spplications

‘This paper dovel
ings e
& new ellicient algorithm for deciding 1be equational theeey sing
hesimuliion. The coalgebeuic structure admits un efficient sparse
representativn thut resulis in 2 signilicant reduction in the size of the
stade space. We discuss the details of oer implementation and apti-

hat xplait NetKAT ticaal und coalgebrai

structiee to vield sipnificantly impraved perfarmance. We pecsent
results from expeniments demanstrating that oar tool is competi-
e with stare-ol-the-art 1ols on several beachmirks including all-
pakes coneectivity, loop-freedom, and translaton validarion,
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1. Introduction

Networks have received widespread attention o reeent yes
o target for domain-specific language design. The emerper
software-defined networking (SDN) as & populsr parsdi
network programming has led to the sppearance of 4 pumber of
SDN programming languages including Frenetic, Netle, NetCore,
Pyretic, Miple, ind PANE, amoeg others [10-12, 26, 27, 39, 40).
The details of these languages dsffer, bul each seeks o provade
high-evel ubstructions to simplicy (b task of specifying the pocket-
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percessing behavior of & nework. 1o addition 10 SDN languages,
A number of verification tools incliuding HSA, VeriFlow, Flowl og,
arc also being sctively developed (2. 16, 17, 28] As
SDN is being deplayed in peochiction enterprise, dats center, and
wide-area actwoeks |14, 19, 20), it & becoming clear that SDN is
the next major step in e evolution of ectwork technology and is
destined W have a signilicant impact

Previous work by Anderson ot al. [1] mtroduced NetKAT, & fan-
guage and logic for specifying and verifying the puckel. processing
behavior of neowoeks. NetKAT provides geoerul-purposs program.
ming coastraces such as parnlled aed sequentia! coaposition, con-

¢ . as well as special-puspise primitives
o odifying packet headers amd encoding netwark
topotog anguage allows the desired hehavior of a network
1 be specithed equationally. I contrast 1o competing appeoaches,
NetKAT has o formal mathematical senantics and an equational
deductive system that i sound and complele over st semstics,
as well 23 4 PSPACE decision procedure. It is based oa Kleene 21
gebra with tests (KAT), un lgebeuic system for propositional pro-
grum verification that has been extensively studied foc nearly two
Severul pructical applicutioas of NetKAT have been
o uding alporithms for testing reachability aed non-
interference and a syntactic correctness proof for 4 compeler 1
translates programs o hardware instruoctions for SDN switches.

This paper develops the coalgebraic theory of NetKAT, defines
anew slgorithm foe deciding equivalence besed oa this ehsology,
and preseens a full imolemeataton in OCaml The new algocithem
is significantly more efcient than the previous naive algotithm (1],
which was PSPACE in the best case and the woest case, as it wis
bused an the determinization of a neadeterministic wlgarithm.

The contributions of this paper are boll thooretical und practi-
cal. On the thearstical side., we introduce 2 new coalgehraic model
of NetKAT, including o specialized versica of the Brzozowski
derivative in bath semanti syntactic: farms. We peove a ver-
sin of Kleene's theocem foe NetKAT that shows that the cosl-
pebeate model is equivalent to the standard pocket-peocessing and
lanzuage models introduced previously (1), A highlizht of our the-
orctical development is & fepresentation theorets showing Usar the
Braozowski derivative can be conclsely encoded bn matrix form. On
e practical side, we develop a new coulgebraic decision procedure
for term equivalence based oe our theoretical results, doeg with
full implementition in OCaml. The algorithm cosstructs a bisimu-
lation between coslgebras built from NetKAT expressions vis the
Brzozawski derivative. The matnix representation enables s to ex.
ploit spurseness to obtain o significant reducton in the size of the
state space. The implementatian is very efficient in practice—it can
werify reachability in 2 real-warkd campus netwock in bess than o
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Abstract. We introduce Concurrent NetKAT (CNetKAT), an extension
of NetKAT with operators for specifying and reasoning about concur-
rency in scenarios where multiple packets interact through state. We
provide a model of the language based on partially-ordered multisets
(pomsets), which are a well-established mathematical structure for defin-
ing the denotational semantics of concurrent languages. We provide a
sound and complete axiomatization of this model, and we illustrate the
use of CNetKAT through examples. More generally, CNetKAT can be un-
derstood as an algebraic framework for reasoning about programs with
both local state (in packets) and global state (in a global store).
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© // abort
| 1 // sSKip
| a // action
| P + Q // choice
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© // abort

| 1 // sSKip

| a // action

| p + @ // choice
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P, q . .=
© // abort

| 1 // sSKip

| a // action

| p + @ // choice

| P g // sequential composition

| p* // 1teration
(1+a) - (1+b) // °° or ‘a’ or ‘b’ or ‘ab’
(a+b) * // any sequence of "a’s and °'b’s
(a*b)*-a* [/ 2?7
Theorem. (at+tb)* = (a*b)*-a*

S

Stephen Cole Kleene
(1909—1994)



Kleene Algebra: Semantics



Language of traces

Kleene Algebra: Semantics of actions

[p] & A*
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IN

A *
1 )

[pl
[O]




Kleene Algebra: Semantics

IN

A*
{ }
{ €

[Pl
[O]
[1]

;



Kleene Algebra: Semantics

IN

A*
{

{
{

[p]
[O] ]

[1] € }
[a] a *+ € }




Kleene Algebra: Semantics

IN

[p] € A7
[O]
[1]

[a]

}

€ }

a °- € }
[p]-[q]

{
{
{

=5
O
O
=



Kleene Algebra: Semantics

[p] € A*

[0] = { }

[1] = { € }

[a] = { a - € }
[p-ql = [pl-[ql

[p + ql = [p] VU [ql
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IN
x>
*

[Pl
[O]
[1]
[a]

]

- € }
[p-ql pl-[ql

[P + ql = [pl VU [q]
[p*] = Ui [pl

{
{
{
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Kleene Algebra: Semantics

IN
x>
*

[Pl
[O]
[1]
[a]

}
- € }
[p-q] pl-[ql
[p + ql = [pl] U [ql
[p*] = Ui [pl

where [p]° = { € }

{
{
{

M Q) M -~




Kleene Algebra: Semantics

[p] € A~
[O]
[1]
[a]

]
- € }
[p-q] pl-[ql
[p + (] [p] U [ql
[p*] = Ui [p]’
where [p]° = { € }
and [pl'*t = [pl-Ipl

{
{
{

M Q) M -~




Kleene Algebra: Semantics

SR (a+b)* = (a*b)*-a*
0] = { } o

[11 = { € } ef.

[a]l = { a - € } —

[p-ql = [pl-0ql

[p + gl = [pl U [ql [(a+b)*] = [(a*b)*-a*]
[p*] = Ui [pl’

where [p]® = { € }
and [pl'** = [pl-[pT
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SR (a+b)* = (a*b)*-a*
[0] = { } o

[11 = { € } ef.

[al = { a - € } —

[p-ql = [pl-[ql

[p + ql = [p] U [q] [(a+tb)*] = [(a*b)*-a*]
[p*] = Ui [pI .

where [p]® = { € }
and [pl'** = [pl-[pT




Kleene Algebra: Semantics

SR (a+b)* = (a*b)*-a*
0] = { } »

[11 = { € } ef.

[al = { a - € } —

[p-ql = [pl-[ql

[p + ql = [p] U [q] [(a+tb)*] = [(a*b)*-a*]
[p*] = Ui [pI .

where [p]° = { € }
and |[p:[1°+1 — |[p]]|[p]]1

Kleene’s Theorem. TFAE:

1. L=[e], for some regular expression e
2. L=L(M), for some deterministic finite automaton M
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Kleene Algebra: Fundamental Results

— Axiomatization
Can we characterize the set of valid program equalities/refinements?

Yes: Salomaa (1966); Kozen (1990)

v Verification
Can we automatically check whether two expressions are equivalent?

Yes: Stockmeyer (1974); Bonchi-Pous (2015)



Kleene Algebra with Tests

// abort
[/ SK1p

= O©

// action

// choice

// sequential composition
* // 1teration

O O O Q
O O

Dexter Kozen
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// action
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* A~/ 1teration
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Kleene Algebra with Tests

// abort
[/ SK1p
. ~Db // Boolean tests
// action
// choice
// sequential composition
* // 1teration

O O T VOV T Fr,rO
O O

if b then p else g=Db - p + ~b - ¢

Dexter Kozen



Kleene Algebra with Tests

// abort
[/ SK1p
. ~Db // Boolean tests
// action
// choice
// sequential composition
* // 1teration

O O T VOV T Fr,rO
O O

i1f b then p else g=Db - p + ~b - @
Dexter Kozen while b dop= (b - p)* - ~b
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Kleene Algebra with Tests: Fundamental Results

— Axiomatization
Can we characterize the set of valid program equalities/refinements?

Yes: Kozen (1997, 2001)

v Verification
Can we automatically check whether two expressions are equivalent?



Kleene Algebra with Tests: Fundamental Results

— Axiomatization
Can we characterize the set of valid program equalities/refinements?

Yes: Kozen (1997, 2001)

v Verification
Can we automatically check whether two expressions are equivalent?

Yes: Chen and Pucella (2004); Kozen (2010); Pous (2016)
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Packets: Records of fixed-width data

src = 10.0.1.1
dst = 10.0.2.2
switch = 1
port = 1




Packets: Records of fixed-width data

src = 10.0.1.1
dst = 10.0.2.2
switch = A

src = 10.0.1.1 port = 2

dst = 10.0.2.2

switch = I

port = 1 @

NetKAT = KAT where tests + actions are interpreted over packets!




NetKAT



Packet Classification

To model match-action tables, need
predicates on packet headers (and
other variables)

tcp_dst=22; 1ip_dst=10.0.1.1
tcp_dst=22
1p_dst=10.0.2.2
1p_dst=10.0.3.3

*



NetKAT



Transformations

To model behavior of switches,
need imperative updates on
packets and a way to delimit
end of processing at a switch




NetKAT



Compositionality

To model richer pipelines, need

operators that compose smaller

programs both conditionally and
In sequence

Iteration
To model the potentially iterated

processing performed via the
topology, need general loops
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NetKAT - semantics

P, g - .= Informal: NetKAT programs denote functions
| skip that take an input packet and produce a set of
| drop packet traces (i.e., non-empty lists).
f =
: D n Formal: [p] € Packet — P(Packet”)
| f = n
P q
| P+ q
| p*
| dup



NetKAT - semantics

P
|
|
|
|
|
|
|
|
|

b

q ::= Informal: NetKAT programs denote functions
skip that take an input packet and produce a set of
drop packet traces (i.e., non-empty lists).

f =n

P Formal: [p] € Packet — P(Packet")
Fi=mn Q: Why a set?

P g A: Enables dropping packets + multicast
P+ qQ Q: Why a trace?

p* A: Captures end-to-end forwarding path
dup Q: Why a function?

A: Simple model of “mostly stateless” forwarding



NetKAT - modeling the network

P
|
|
|
|
|
|
|
|
|

b

g

f
P

skK1p
drop

N

t = 1f sw=sl then dup;ll1l
else 1f sw=sl then dup;l2 ..
S = match-action 1f-then-else

net = (s;t)*
// 1terate packets going through
switches and links

11
S

sW=A ; net ; sw =B
// Non-Reachability



NetKAT - modelmg the network

P
|
|
|
|
|
|
|
|
|

b

— —h O W

O T T T —h

-
S

P

.x.

3

gq .
T
I

O

L wo o«

P
P

N

O O

ft = if sw=sl then dup 11 {

else 1f sw=sl then dup;l2 ..

‘net = (s;t)*
:// 1terate packets going through
iswitches and links

b, ¥
'. d
Y
o — [ ] [ ] s
Y IR
. [ ] [ ] R b
' & Ry
A( O e a C a 1 1 .“
o I l R )
II ‘i‘
PSSO PN, XA e > R R o PPN PO O R SR P O S N ST SO SO T e RS RV 2N SR Ve L < om

Verification =

SW = B

s = match-action if-then-else

11
S

Program Equivalence
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NetKAT: Fundamental Results

— Axiomatization
Can we characterize the set of valid program equalities/refinements?

Yes: POPL’14

v Verification
Can we automatically check whether two expressions are equivalent?

Yes: POPL’15, PLDI’24



NetKAT (POPL 2015) and APKeep (NSDI 2020)

Full reachability

STEMEERIARRCIARREKAEICKGK DRK KO HC K KKK X x
7 e’
102 - % ® =
S A" .
- g.
e’
o®
: o
10? - o
é ® Qo o
: @
- =\ ’ +
e® e
— 2
2 10° - > ® o,
@ * -
.g +"";i= L
= 1n-1 Sl
107+ = e T
R 5
L —:.-ii't';;'.!ﬂ':l"r'{*#r
P A
-2 el System
1077 g .
g apkeep
e +1F + ® frenetic
1073 44 T x frenetic (timeout)
: L ' ' ' ' L ' ' ' ' L ' ' ' ' L | ' ' ' ' L
10° 1073 104 10° 10°

Size (atoms)



NetKAT (POPL 2015) and APKeep (NSDI 2020)

Full reachability
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9 years later... NetKAT v. PLDI’24

Time (s)

1072 -

1073 -

Full reachability
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NetKAT in Industry

Google
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C++ implementation of NetKAT
for verifying cloud isolation
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% Verified Slice ‘../', e\
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TOP SECRET

5STARS
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5STARS Verifier

Haskell implementation of NetKAT
for verifying secure 5G slicing



What’s hard about NetKAT equivalence?
5:SxPk— S™ e :SxPk— 27

Pk is typically a VERY large set = Fields x Values

OO S0
)’ 7 7

0 0 f#0-g#1



Checking Equivalence in NetKAT
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Checking Equivalence in NetKAT

- T,

—>@ —>@—>@
i@% V V

0 f#0-g#1

Core insight: packets are "clumped” in most
policies and can be represented symbolically



Represent Sets of Packets Symbolically
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Represent Sets of Packets Symbolically

(a €Pk|a.f=0)

\
0\
\
|

1

Binary Decision Diagram (BDD)
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Represent Sets of Packets Symbolically

Set of all packets

Pk
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Represent Sets of Packets Symbolically

Set of all packets

Pk

33
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Represent Transitions Symbolically

Circle-layers are filters
Symbolic Packet 0

Program (SPP)

‘/
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\ Circle-layers are filters
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|
0 |
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v

Symbolic Packet
Program (SPP)

Diamond-layers are assignments

v
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Symbolic Packet 0
Program (SPP) ‘
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Represent Transitions Symbolically

Symbolic Packet
Program (SPP)

\
0

0

® ®

|
|
|

i |

7

‘%?
4

1

L

Circle-layers are filters

Diamond-layers are assignments
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Represent Transitions Symbolically

\ Circle-layers are filters

Symbolic Packet 0
Program (SPP) ‘

%?

Diamond-layers are assignments

T
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Operations on Symbolic Packet Programs (SPPs)

\ \ \
0 1 I
\b \ \Z?
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Operations on Symbolic Packet Programs (SPPs)

SPPs are closed under:
+, -, %

and

na_a@

36



Symbolic Automaton Construction

— — — — — —— — —— — — — —
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Svmbolic Automaton Construction

Automata are also closed under
(using SPP operations!):
+, -, %

and

na_a@

Automata equivalence:

Pp=qg < pPhg=1

37
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fori,j € 1..n do ,
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sw=i-net*-sw=jZ® o<n2
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NetKAT verification queries

All-pairs reachability queries, naively:

fori,j € 1..n do .
/ Number of queries

sw=i-net*-sw=jZ® o<n2

... and using symbolic features:

fori € 1l..n

do
check = (sw € 1..n) Number of queries
X N

Compute output symbolic packet




NetKAT verification queries

All-pairs reachability queries, naively:

fori,j € 1..n do ,
/ Number of queries

sw=i-net*-sw=jZ® o<n2

... and using symbolic features:

fori € 1.ndo “Any switch” symbolic packet

check E Number of queries
X N

Compute output symbolic packet
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10 years of NetKAT — what did we learn?

Domain-specific languages based on algebraic foundations have
a key role to play in formal verification of systems

Compositional languages (syntax
and semantics) offer a good foundation

for expressive modelling and verification

Automata-based procedures offer a
good foundation for scalable verification

(It’s a lot of fun!)



So much more to explore...
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StacKAT — Infinite-State Network Verification (PLDI’25)

Fixed number of fields with fixed number of bits

X No variable-length data X Doesn't model packet parsing

X Cannot handle tunneling X Cannot handle SR / MPLS

X Cannot model unbounded state X Limited to finite-state verification

We need to model infinite state!

StacKAT extends NetKAT with a stack to D, g ::=
handle variable-length payload data | skip

While retaining decidable program
equivalence! | push(n) |pop(n)
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LearnKAT — Closed-Box Network Verification (PLDI’25)

What if we do not have access to configurations?

LearnKAT infers a symbolic

Learning | == | Device NetKAT model of the

Algorithm or protocol network policy (under

* ) .
(L™) Observe outputs suitable abstractions)

Policy SPP Full Policy Automaton - Time Full Policy Automaton - Queries
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Quantitative verification (upcoming)

Do all incoming packets reach their
destination with high security while not

revealing their contents to link providers A,

B, and C (e.g. out of providers
A,B,C,D,E,F,...)?

Do all incoming packets reach their
destination with at most 50ms latency?



Quantitative verification (upcoming)

Do all incoming packets reach their Weighted NetKAT
destination with high security while not
revealing their contents to link providers A, and
B, and C (e.g. out of providers
A,B,C,D,E,F,...)? Symbolic Weighted NetKAT automata
Do all incoming packets reach their D, g ::=
destination with at most 50ms latency? | skip
| P+ q
| W o p
| p*



A team effort https://netkat.org/




10 years of NetKAT — what did we learn?

Domain-specific languages based on algebraic foundations have
a key role to play in formal verification of systems

Compositional languages (syntax
and semantics) offer a good foundation

for expressive modelling and verification

Automata-based procedures offer a
good foundation for scalable verification

(So much more fun to come!)



