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Challenging the status quo

Domain-specific languages based on algebraic 
foundations have a key role to play in formal 

verification of systems

Design high-level languages that model essential network features 
Develop semantics that enables reasoning precisely about behaviour 
Build tools to synthesise low-level implementations automatically
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What are essential network features? 

Paths

Nodes Forwarding Policies

Program

Semantics

// i
SSH

//

not(SSH)

✏✏

0

pt 6=1 and pt 6=2

22

pt=1
//

pt=2

44
pt := 2

88

pt := 1

OO

Automata 
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NetKAT: a network language for reachability

PathsAutomata 

Regular Expressions

Nodes Forwarding Policies+ Tests +

Generalised
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Design choices

Packet Classification 

To model match-action tables, need 
predicates on packet headers (and 

other variables)

Transformations 

To model behavior of switches, 
need imperative updates on 
packets and a way to delimit 
end of processing at a switch

Compositionality 

To model richer pipelines, need 
operators that compose smaller 

programs both conditionally and in 
sequence

Iteration 

To model the potentially iterated 
processing performed via the 
topology, need general loops

Free from using regular expressions as core of the language 

Challenge: how to add these without breaking the toolkit 
of regular expressions (decidability, scalability)? 

Bonus points: beyond reachability? 
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Let’s go back to the beginning…
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p, q ::=

        0        // abort 

      | 1        // skip

      | a        // action

      | p + q    // choice

      | p · q    // sequential composition   

      | p*       // iteration

Kleene Algebra

Stephen Cole Kleene 
(1909—1994)

(1+a)·(1+b) // ‘’ or ‘a’ or ‘b’ or ‘ab’      

(a+b)*      // any sequence of ‘a’s and ‘b’s

(a*b)*·a*   // ??

Theorem. (a+b)*  ≡ (a*b)*·a*                  
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Kleene Algebra: Semantics

(a+b)* ≡ (a*b)*·a*

⟦(a+b)*⟧ = ⟦(a*b)*·a*⟧

def.

Kleene’s Theorem. TFAE: 
1. L=⟦e⟧, for some regular expression e 
2. L=L(M), for some deterministic finite automaton M

How do we prove this 
e"iciently? 
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 ⊢ Axiomatization
 Can we characterize the set of valid program equalities/refinements?

 ✓  Verification
 Can we automatically check whether two expressions are equivalent?

Yes: Salomaa (1966); Kozen (1990)

Yes: Stockmeyer (1974); Bonchi-Pous (2015)
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Double meaning  
+ = disjunction  
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p, q ::= 
        0        // abort 
      | 1        // skip 
      | b,~b     // Boolean tests 
      | a        // action 
      | p + q    // choice 
      | p · q    // sequential composition  
      | p*       // iteration

Kleene Algebra with Tests

Dexter Kozen
if b then p else q = b · p + ~b · q
while b do p =  (b · p)* · ~b              
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Kleene Algebra with Tests: Fundamental Results

 ⊢ Axiomatization
 Can we characterize the set of valid program equalities/refinements?

 ✓  Verification
 Can we automatically check whether two expressions are equivalent?

Yes: Kozen (1997, 2001)

Yes: Chen and Pucella (2004); Kozen (2010); Pous (2016)
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Packets: Records of fixed-width data

NetKAT = KAT where tests + actions are interpreted over packets! 



p, q ::= 

| skip              

| drop 

| f = n 

| !p 

| f := n 

| p ; q 

| p + q 
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| dup 
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p, q ::= 

| skip              

| drop 

| f = n 

| !p 

| f := n 

| p ; q 

| p + q 

| p* 

| dup 

NetKAT

Transformations 

To model behavior of switches, 
need imperative updates on 
packets and a way to delimit 
end of processing at a switch

A ⟹ B 

≝ 

dup; sw = A; sw := B; dup
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p, q ::= 

| skip              

| drop 

| f = n 

| !p 

| f := n 

| p ; q 
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| p* 

| dup 

NetKAT

if p then q else r ≝ (p ; q) + (!p ; r)     

 while p do q ≝ (p ; q)* ; !p

Compositionality 
To model richer pipelines, need 
operators that compose smaller 

programs both conditionally and 
in sequence

Iteration 
To model the potentially iterated 

processing performed via the 
topology, need general loops
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| !p 

| f := n 
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NetKAT - semantics 

Informal: NetKAT programs denote functions 
that take an input packet and produce a set of 
packet traces (i.e., non-empty lists). 

Formal: ⟦p⟧ ∈ Packet → !(Packet⁺)

Q: Why a set? 

A: Enables dropping packets + multicast 

Q: Why a trace? 

A: Captures end-to-end forwarding path 

Q: Why a function? 

A: Simple model of “mostly stateless” forwarding
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p, q ::= 

| skip              

| drop 

| f = n 

| !p 

| f := n 

| p ; q 

| p + q 

| p* 

| dup 

NetKAT - modeling the network 

t = if sw=s1 then dup;l1  
    else if sw=s1 then dup;l2 … 
s = match-action if-then-else 

net = (s;t)*  
// iterate packets going through 
switches and links  

sw=A ; net ; sw = B ≡ 0  
// Non-Reachability 

Verification = Program Equivalence
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NetKAT: Fundamental Results

 ⊢ Axiomatization
 Can we characterize the set of valid program equalities/refinements?

 ✓  Verification
 Can we automatically check whether two expressions are equivalent?

Yes: POPL’14

Yes: POPL’15, PLDI’24 
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9 years later… NetKAT v. PLDI’24
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NetKAT in Industry



What’s hard about NetKAT equivalence? 

δ : S × "# → S"#
ϵ : S × "# → 2"#

~

Pk is typically a VERY large set = Fields x Values 



 
f=0; g=0

29

Checking Equivalence in NetKAT



 
f=0; g=0

DROP 

29

Checking Equivalence in NetKAT



 
f=0; g=0

 
f=0; g=0

DROP 

29

Checking Equivalence in NetKAT



 
f=0; g=0

 
f=0; g=0

DROP 

29

Checking Equivalence in NetKAT



 
f=0; g=0 f=0; g=0

 
f=0; g=0

DROP 

29

Checking Equivalence in NetKAT



 
f=0; g=0 f=0; g=0

 
f=0; g=0

DROP 

DROP 

29

Checking Equivalence in NetKAT



 
f=0; g=0 f=0; g=0

 
f=0; g=0

DROP 

f=0; g=1

29

Checking Equivalence in NetKAT



 
f=0; g=0 f=0; g=0

 
f=0; g=0

DROP 

f=0; g=1

DROP 

29

Checking Equivalence in NetKAT



Checking Equivalence in NetKAT

 
f=0; g=0

 
f=0; g=0

30



Checking Equivalence in NetKAT

 
f=0; g=0

 
f=0; g=0
 
f=1; g=0

30



Checking Equivalence in NetKAT

 
f=0; g=0

 
f=0; g=0
 
f=1; g=0

DROP 

30



Checking Equivalence in NetKAT

 
f=0; g=0

 
f=0; g=0
 
f=1; g=0

 
f=1; g=0

DROP 

30



Checking Equivalence in NetKAT

 
f=0; g=0

 
f=0; g=0
 
f=1; g=0

 
f=1; g=0

DROP 

30



Checking Equivalence in NetKAT

 
f=0; g=0

 
f=0; g=0
 
f=1; g=0

 
f=1; g=0

DROP 

30



Checking Equivalence in NetKAT

 
f=0; g=0

 
f=0; g=0
 
f=1; g=0

 
f=1; g=0

 
f=1; g=1

DROP 

30



Checking Equivalence in NetKAT

 
f=0; g=0

 
f=0; g=0

DROP 

 
f=1; g=0

 
f=1; g=0

 
f=1; g=1

DROP 

30



Checking Equivalence in NetKAT

 
f=0; g=0

 
f=0; g=0

DROP 

 
f=1; g=0

 
f=1; g=0

 
f=1; g=1 

f=0; g=1

DROP 

30

 
f=0; g=1



Checking Equivalence in NetKAT

 
f=0; g=0

 
f=0; g=0

DROP 

 
f=1; g=0

 
f=1; g=0

 
f=1; g=1 

f=0; g=1 
f=1; g=1

DROP 

30

 
f=0; g=1

 
f=1; g=1



 
f=1; g=1

 
f=0; g=0
 
f=1; g=0 

f=0; g=1 
f=1; g=1

 
f=0; g=0
 
f=1; g=0 

f=0; g=1
 
f=1; g=1

Checking Equivalence in NetKAT



 
f=1; g=1

 
f=0; g=0
 
f=1; g=0 

f=0; g=1 
f=1; g=1

 
f=0; g=0
 
f=1; g=0 

f=0; g=1
 
f=1; g=1

Checking Equivalence in NetKAT



 
f=1; g=1

 
f=0; g=0
 
f=1; g=0 

f=0; g=1 
f=1; g=1

 
f=0; g=0
 
f=1; g=0 

f=0; g=1
 
f=1; g=1

Checking Equivalence in NetKAT

Core insight: packets are “clumped” in most 
policies and can be represented symbolically 
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{α ∈ "# ∣ α . f = 0}

f

⊤

0

⊥

Binary Decision Diagram (BDD)
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SPPs are canonical!
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SPPs are closed under: 
 

 
and 

+, ⋅ , ⋆

∩ , − , ⊕



Symbolic Automaton Construction
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Automata are also closed under 
(using SPP operations!): 

 
 

and 
 

Automata equivalence: 

+, ⋅ , ⋆

∩ , − , ⊕

p ≡ q ⟺ p ⊕ q ≡ ⊥



NetKAT verification queries

23 = i ⋅ 456⋆ ⋅ 23 = j ≡ ∅

All-pairs reachability queries, naively:

for  doi, j ∈ 1..n

∝ n2
Number of queries
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… and using symbolic features: 

∝ n
Number of queries

for  doi ∈ 1..n

NetKAT verification queries

23 = i ⋅ 456⋆ ⋅ 23 = j ≡ ∅

All-pairs reachability queries, naively:

Compute output symbolic packet

“Any switch” symbolic packet

for  doi, j ∈ 1..n

∝ n2
Number of queries
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10 years of NetKAT — what did we learn?

Domain-specific languages based on algebraic foundations have 
a key role to play in formal verification of systems

Automata-based procedures o"er a 
good foundation for scalable verification

Compositional languages (syntax 
and semantics) o"er a good foundation 
for expressive modelling and verification

(It’s a lot of fun!)



So much more to explore…
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      ❌ Cannot handle tunneling                 ❌ Cannot handle SR / MPLS 

      ❌ Cannot model unbounded state      ❌ Limited to finite-state verification

Fixed number of fields with fixed number of bits

StacKAT — Infinite-State Network Verification (PLDI’25)

StacKAT extends NetKAT with a stack to 
handle variable-length payload data

While retaining decidable program 
equivalence! 

We need to model infinite state! 

p, q ::= 

| skip              

… 

| push(n) |pop(n)



What if we do not have access to configurations?

LearnKAT — Closed-Box Network Verification (PLDI’25)

Experimental 
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Observe outputs
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or protocol

Learning 
Algorithm 
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( )L⋆

LearnKAT infers a symbolic 
NetKAT model of the 
network policy (under 
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Do all incoming packets reach their 
destination with at most 50ms latency?

Do all incoming packets reach their 
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destination with at most 50ms (historical) 

latency while guaranteeing at least 10mbps 
bandwidth?
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Do all incoming packets reach their 
destination with at most 50ms latency?

Do all incoming packets reach their 
destination with high security while not 

revealing their contents to link providers A, 
B, and C (e.g. out of providers 

A,B,C,D,E,F,...)?

Do all incoming packets reach their 
destination with at most 50ms (historical) 

latency while guaranteeing at least 10mbps 
bandwidth?

Quantitative verification (upcoming)

Weighted NetKAT  

and  

Symbolic Weighted NetKAT automata 

p, q ::= 

| skip              

… 

| p + q 

| w ⊙ p 

| p*



A team effort

…

https://netkat.org/
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Domain-specific languages based on algebraic foundations have 
a key role to play in formal verification of systems

Automata-based procedures o"er a 
good foundation for scalable verification

Compositional languages (syntax 
and semantics) o"er a good foundation 
for expressive modelling and verification

(So much more fun to come!)

10 years of NetKAT — what did we learn?


