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Specialised constructs particular to

Kleene Algebra with Tests network topology and packet

(KAT)

switching

pol = drop Boolean Algebra
sKip
field=val T
00l + pol2 Kleene Algebra
0ol1 ; pol?2
fele] +
Packet Primitives
ololl
field := val

Basic actions and tests in KAT are pairs
dup (field, val)
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pt = 2 ; type= SSH ; pt := 3 ;

m— 2 3 =
PV

SW o

S
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Networks in NetKAT

‘he behaviour of an entire network can be encoded in NetKAT
oy interleaving steps of processions by switches and topology

policy .
policy
+
_B (policy; topo); policy
- - \ I (poli -\I- ); DO
- — policy; topo; policy; topo); policy
| \ Z - E
— — (policy; topo)*; policy
- topo




Networks in NetKAT

Switch forwarding tables and network topologies can be represented in NetKAT using simple
encodings

dstport=22 Drop
srcip=10.0.0.1 Forward 1
* Forward 2

if dstport=22 then false
else if srcip=10.0.0.1 then port := 1
else port:=2



Networks in NetKAT

Switch forwarding tables and network topologies can be represented in NetKAT using simple

encodings
dstport=22 Drop
srcip=10.0.0.1 Forward 1 KAT = simple imperative language
* Forward 2

If b then p else g=Db;p + b,

if dstport=22 then false Whilebdop= (bm*fi
else if srcip=10.0.0.1 then port := 1

else port:=2
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Semantics

packet history set of packet histories

<p,...> <q,...>,<r,...>}

(policy;topo)*;policy

le]: H — 2"

|x < n|(m :: o) = {m[n/x] :: o}

=z 2 57 R0

[dup](m1 2 0) = {m =m0}
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an assignment to a field does not affect a different field

X4 N = X4+ n;,x=n
an assignment causes the field to have that value

X=N,X4n = X=n
an assignment of a value that the field already has is redundant

X4 N; X m = X< m
a second assignment to the same field overrides the first

x=n;x=m =0 (n#m) O . x=n) =1
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NetKAT proof system

XN,y m=y<+m;x<n (x#y)
assignments to distinct fields may be done in either order

Soundness and Completeness

|
=3

- Il=ld =Fp=q¢ ~

X — 11, X — 1IN = U \”F”I} \Ln)(:ll) — 1
every field has exactly one value



Verification via program
equivalence

Can host A communicate with host B?

sw=A; t(pt)";sw=1B 0 (drop).

Many more properties reduce to equivalence questions: loop freedom, access control, ...

o ; pt(pt)”;a=0
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v Language to specify and verify network behaviour
v Compositional semantics
Reachability
Congestion

v Multiple Packets
v Access to a variable store

} Concurrency

Minimal additions to NetKAT: algebra of global state plus
sets of packets plus
parallel processing



Adding concurrency to KAT

.........
. .

Sequential programs; f wo Programs w/ flow control:
. see e.g. [Kleene 1956] ) OW contro - ~ see e.g. [Kozen 1996],
9. [ I KA . KAT . 9. [ ]

[Salomaa 1966],
. and [Kozen 1994].

- [Kozen and Smith 1996],
. and [Kozen and Patron 2000].

~ Programs w/ concurrency; _
-~ see e.g. [Hoare et al. 2009], oA . see e.g. [Jipsen 2014,
- [Laurence and Struth 2014], . | CKA > CKAT? -~ [Jipsen and Moshier 2016],
- and [K. et al. 2018]. - and [O’Hearn et al. 2015].

.............................................................................

. A combination of both;

Aoua1induod
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Concurrent Kleene Algebra
(Hoare, Moeller, Struth, Wehrman'09)

el|f=f|e el|(fllg)=(el f)lg
el|1=e el|0=0 e|l|(f+g)=el|f+el g

(ellg)-(fllh)=(e-f)]| (g-h). Exchange law

Thread #1 = f

Interleaving as

Thread #2 g h special case:
plla=p.q+q.p

time



CKAT [Jipsen’14]

CKA terms

AN

e,foz=p|0|1|lacX|e+fle-f|le*|el|f

N _/
v

KAT terms

p.q:=L|T|[teT|[pVaglpAqglp



The problem with CKAT

p-e-p=(p|e-p
=(p|le)-(p|1)
< (p-p)| (e-1)
=(p-p)| e
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The problem with CKAT

p-e-p=(pfe-p
— _(plle)- 1)
S (p-p)| (e-1)
=(p-p) | e
(

Every test is an
Invariant of every
program!




Crossroads

Non-congruence?

Drop e || 0 =07 Drop exchange law?
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A new algebra

pANgQ=p-q~pANq=p-q

observations

KA KAO Axioms KA+BA+CKA
O I
= | Keep conjunction
O .
- | and sequential
§ | composition distinct
< i

CKA -~~~ - CKAO

Concurrent Kleene Algebra with Observations: from Hypotheses to Completeness (Fossacs’20)

T Kappé, T Brunek, A Silva, J Wagqemaler, and £ Zanasi



Algebra of global state

v Multiple Packets
Vv Access to a variable store

} Concurrency

State Fields Varso:u=u0q1|---|v;
Global State St 3 a, f ::= Var — Val
State O 30,0  ::= L Inconsistent

observations T Neutral
0=n State test
oVo’ Union
oAo’ Intersection
) Complement

State Actions  Act 3 e ::= ve—n Change

V0 Copy

N
~



Multiple packets and parallel processing

Prg > p,q ::== abort Abort
0 State Obs
dup Duplicate
p |l g Parallel

v Multiple Packets
Vv Access to a variable store

} Concurrency

skip Skip
f<n Packet Action
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D™ Iteration
t Packet Filter

e State Action
P;q Sequence

a Packet Sets
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Multiple packets and parallel processing

Prg > p, g ::= abort Abort
0 State Obs
dup Duplicate
p|l g Parallel

v Multiple Packets
Vv Access to a variable store

} Concurrency

Pomset of global state evolution skip Skip
f«n Packet Action
| p+gq Choice
D™ Iteration
Pk Pom -2PK
II—]] . 2 —_— 2 t Packet Filter
\ S e State Action
Input and Oufput P:q Sequence
sets of packets a Packet Sets



Revisiting the example

XA XA
/i p1= sw=1;((v=1;tag=a;sw<2) | (tag=9;sw«3;0<1))
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Revisiting the example

»A A
/i p1= sw=1;((v=1;tag=a;sw<2) | (tag=9;sw«3;0<1))
P2 = SW=2;sw«4
pP3 = SwW=3;sw«4
pPs= sw=4
p= ve=0;(p1llp2llp3llpa)”

? (0-0) = {0, 8} = {9} = {O[3/sw]} = (ve=1) = f — -
[[p]]({@, ‘}) 9 | . {Q[Z/SW]} N {Q[4/SW]} .

o {8} > {s[2/sw]} {#[4/sw],v[4/sw]}
{©[3/sw]} = {@[4/sw]}
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iy f=ntg=m
<<

(R}



Multiple packets : non-determinism vs multicast

< B < B> <}
<> < B <J;
> N

> <N < B <J;
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Multiple packets : non-determinism vs multicast

”64 -4

1 =]
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+

Kleene Algebra

+

+

Parallel Axioms
+

Interface axioms

CNetKAT axioms

PCDL (pseudo-complement distributive lattice)

pliCglir)=(@llqllr

p || abort = abort

dropllp p
Pl (q+r)—p||q+p|\r
pllg=qllp



Soundness and Completeness

Soundness

Forall p,q € Prg, if p = q, then |p|] = [ql|.

Completeness
Let p,q € Prg and a € 2°. If [p]| (a) = [q]! (a), then I, ;p =11, ;q.
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v Language to specify and verify network behaviour
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v Multiple Packets
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} Concurrency

“*Concurrency is hard
“*Global vs local state makes reasoning subtle
“*Encoding examples can be tricky

= Case studies

= Better reasoning support
= Decision procedure

= Library of theorems



