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NetKAT

pol ::= drop 
| skip 
| !eld = val 
| pol1 + pol2 
| pol1 ; pol2 
| !pol 
  
| pol* 
| !eld := val 
| dup

Boolean Algebra

Kleene Algebra

+

Packet Primitives

+

Basic actions and tests in KAT are pairs 

(!eld, val)

Kleene Algebra with Tests  

(KAT)

Specialised constructs particular to 

network topology and packet 

switching
+
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Networks in NetKAT

policy 
+ 

(policy; topo); policy 
+ 

(policy; topo; policy; topo); policy 

⋮
(policy; topo)*; policy

policy

topo

The behaviour of an entire network can be encoded in NetKAT 
by interleaving steps of processions by switches and topology
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Networks in NetKAT

KAT = simple imperative language 

If b then p else q = b;p + !b;q 

While b do p = (bp)*!b
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a second assignment to the same field overrides the first
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x = n ; x = m ⌘ 0 (n 6= m) (
P

n
x = n) ⌘ 1

every field has exactly one value

NetKAT proof system

[[p]] = [[q]] () ` p ⌘ q
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Soundness and Completeness



Veri!cation via program 

equivalence

sw = A ; t(pt)∗ ; sw = B ≡ 0 (drop).

α ; pt(pt)∗ ; α = 0

Can host A communicate with host B? 

Many more properties reduce to equivalence questions: loop freedom, access control, … 
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NetKAT

}
✓Multiple Packets 

✓Access to a variable store
Concurrency}

✓Language to specify and verify network behaviour 

✓Compositional semantics

Reachability 

Congestion 

Minimal additions to NetKAT: algebra of global state plus  

sets of packets plus  

parallel processing  
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Interleaving as 
special case:  
p||q=p.q+q.p

Concurrent Kleene Algebra  
(Hoare, Moeller, Struth, Wehrman’09) 

Exchange law



CKAT [Jipsen’14]
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The problem with CKAT

Every test is an 
invariant of every 

program! 



Crossroads



Crossroads



Crossroads



Crossroads



Crossroads



A new algebra
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A new algebra

Concurrent Kleene Algebra with Observations: from Hypotheses to Completeness (Fossacs’20) 

T Kappé, P Brunet, A Silva, J Wagemaker, and F Zanasi

Axioms KA+BA+CKA 

Keep conjunction 
and sequential 

composition distinct
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Multiple packets and parallel processing

✓Multiple Packets 

✓Access to a variable store
Concurrency}

Input and Output 

 sets of packets

Pomset of global state evolution
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<latexit sha1_base64="w9DwqRy0v5iIcLd1SY8+dQus5Vg=">AAAB/3icbVDLSgMxFL1TX7W+qi7dBIvgqsyIqMuiG5cV7QPaoWTSTBuaZIYkIw5DF36AW/0Ed+LWT/EL/A3Tdha29cCFwzn3JveeIOZMG9f9dgorq2vrG8XN0tb2zu5eef+gqaNEEdogEY9UO8CaciZpwzDDaTtWFIuA01Ywupn4rUeqNIvkg0lj6gs8kCxkBBsr3Xcl65UrbtWdAi0TLycVyFHvlX+6/YgkgkpDONa647mx8TOsDCOcjkvdRNMYkxEe0I6lEguq/Wy66hidWKWPwkjZkgZN1b8TGRZapyKwnQKboV70JuJ/Xicx4ZWfMRknhkoy+yhMODIRmtyN+kxRYnhqCSaK2V0RGWKFibHpzL2EOfezp3Rcssl4izksk+ZZ1buoenfnldp1nlERjuAYTsGDS6jBLdShAQQG8AKv8OY8O+/Oh/M5ay04+cwhzMH5+gUunJao</latexit>
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<latexit sha1_base64="itqpr7rMa7yLQVyMhinV2nLrd44=">AAACBXicbVDLSsNAFJ3UV62vqks3wSK4KomIuiy6cVnBPqQNZTK9aYfOJGHmRgyhaz/ArX6CO3Hrd/gF/obTNgvbeuDC4Zx7Z+49fiy4Rsf5tgorq2vrG8XN0tb2zu5eef+gqaNEMWiwSESq7VMNgofQQI4C2rECKn0BLX90M/Fbj6A0j8J7TGPwJB2EPOCMopEeuiBjTDVgr1xxqs4U9jJxc1IhOeq98k+3H7FEQohMUK07rhOjl1GFnAkYl7qJhpiyER1Ax9CQStBeNl14bJ8YpW8HkTIVoj1V/05kVGqdSt90SopDvehNxP+8ToLBlZfxME4QQjb7KEiEjZE9ud7ucwUMRWoIZYqbXW02pIoyNBnNvUSF8LKndFwyybiLOSyT5lnVvai6d+eV2nWeUZEckWNySlxySWrkltRJgzAiyQt5JW/Ws/VufVifs9aClc8ckjlYX79SuJmI</latexit>

∅

<latexit sha1_base64="JKhwX+hh4ym2oAL3AiltnEMYy+Q=">AAACCHicbVDLSsNAFL3xWeur6tLNYBFclUREXRbduKxgH9CEMplM2qGTSTozEUPoD/gBbvUT3Ilb/8Iv8DectlnY1gMXDufcF8dPOFPatr+tldW19Y3N0lZ5e2d3b79ycNhScSoJbZKYx7LjY0U5E7Spmea0k0iKI5/Ttj+8nfjtRyoVi8WDzhLqRbgvWMgI1kZy3Ry5o1GKA+SOe5WqXbOnQMvEKUgVCjR6lR83iEkaUaEJx0p1HTvRXo6lZoTTcdlNFU0wGeI+7RoqcESVl09/HqNTowQojKUpodFU/TuR40ipLPJNZ4T1QC16E/E/r5vq8NrLmUhSTQWZHQpTjnSMJgGggElKNM8MwUQy8ysiAywx0SamuU2Ycy9/ysZlk4yzmMMyaZ3XnMuac39Rrd8UGZXgGE7gDBy4gjrcQQOaQCCBF3iFN+vZerc+rM9Z64pVzBzBHKyvX7K+mjc=</latexit>

{ }

<latexit sha1_base64="JKhwX+hh4ym2oAL3AiltnEMYy+Q=">AAACCHicbVDLSsNAFL3xWeur6tLNYBFclUREXRbduKxgH9CEMplM2qGTSTozEUPoD/gBbvUT3Ilb/8Iv8DectlnY1gMXDufcF8dPOFPatr+tldW19Y3N0lZ5e2d3b79ycNhScSoJbZKYx7LjY0U5E7Spmea0k0iKI5/Ttj+8nfjtRyoVi8WDzhLqRbgvWMgI1kZy3Ry5o1GKA+SOe5WqXbOnQMvEKUgVCjR6lR83iEkaUaEJx0p1HTvRXo6lZoTTcdlNFU0wGeI+7RoqcESVl09/HqNTowQojKUpodFU/TuR40ipLPJNZ4T1QC16E/E/r5vq8NrLmUhSTQWZHQpTjnSMJgGggElKNM8MwUQy8ysiAywx0SamuU2Ycy9/ysZlk4yzmMMyaZ3XnMuac39Rrd8UGZXgGE7gDBy4gjrcQQOaQCCBF3iFN+vZerc+rM9Z64pVzBzBHKyvX7K+mjc=</latexit>
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<latexit sha1_base64="BwNOlI5kaL/ub+gPu0VV5XEIAxw=">AAACCnicbVDLSgMxFL1TX7W+qi7dBIsgCGVGRN0IRTcuK9gHtGPJpJk2NMkMSUYsQ//AD3Crn+BO3PoTfoG/YdrOwrYeuNzDOfcmlxPEnGnjut9Obml5ZXUtv17Y2Nza3inu7tV1lChCayTikWoGWFPOJK0ZZjhtxopiEXDaCAY3Y7/xSJVmkbw3w5j6AvckCxnBxkoPIbpCEp2gnu0CdYolt+xOgBaJl5ESZKh2ij/tbkQSQaUhHGvd8tzY+ClWhhFOR4V2ommMyQD3aMtSiQXVfjq5eoSOrNJFYaRsSYMm6t+NFAuthyKwkwKbvp73xuJ/Xisx4aWfMhknhkoy/ShMODIRGkeAukxRYvjQEkwUs7ci0scKE2ODmnkJc+6nT8NRwSbjzeewSOqnZe+87N2dlSrXWUZ5OIBDOAYPLqACt1CFGhBQ8AKv8OY8O+/Oh/M5Hc052c4+zMD5+gUCt5kQ</latexit>

f = n+ g = m
<latexit sha1_base64="JKhwX+hh4ym2oAL3AiltnEMYy+Q=">AAACCHicbVDLSsNAFL3xWeur6tLNYBFclUREXRbduKxgH9CEMplM2qGTSTozEUPoD/gBbvUT3Ilb/8Iv8DectlnY1gMXDufcF8dPOFPatr+tldW19Y3N0lZ5e2d3b79ycNhScSoJbZKYx7LjY0U5E7Spmea0k0iKI5/Ttj+8nfjtRyoVi8WDzhLqRbgvWMgI1kZy3Ry5o1GKA+SOe5WqXbOnQMvEKUgVCjR6lR83iEkaUaEJx0p1HTvRXo6lZoTTcdlNFU0wGeI+7RoqcESVl09/HqNTowQojKUpodFU/TuR40ipLPJNZ4T1QC16E/E/r5vq8NrLmUhSTQWZHQpTjnSMJgGggElKNM8MwUQy8ysiAywx0SamuU2Ycy9/ysZlk4yzmMMyaZ3XnMuac39Rrd8UGZXgGE7gDBy4gjrcQQOaQCCBF3iFN+vZerc+rM9Z64pVzBzBHKyvX7K+mjc=</latexit>

{ }
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f = n+ g = m
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Multiple packets : non-determinism vs multicast

<latexit sha1_base64="BwNOlI5kaL/ub+gPu0VV5XEIAxw=">AAACCnicbVDLSgMxFL1TX7W+qi7dBIsgCGVGRN0IRTcuK9gHtGPJpJk2NMkMSUYsQ//AD3Crn+BO3PoTfoG/YdrOwrYeuNzDOfcmlxPEnGnjut9Obml5ZXUtv17Y2Nza3inu7tV1lChCayTikWoGWFPOJK0ZZjhtxopiEXDaCAY3Y7/xSJVmkbw3w5j6AvckCxnBxkoPIbpCEp2gnu0CdYolt+xOgBaJl5ESZKh2ij/tbkQSQaUhHGvd8tzY+ClWhhFOR4V2ommMyQD3aMtSiQXVfjq5eoSOrNJFYaRsSYMm6t+NFAuthyKwkwKbvp73xuJ/Xisx4aWfMhknhkoy/ShMODIRGkeAukxRYvjQEkwUs7ci0scKE2ODmnkJc+6nT8NRwSbjzeewSOqnZe+87N2dlSrXWUZ5OIBDOAYPLqACt1CFGhBQ8AKv8OY8O+/Oh/M5Hc052c4+zMD5+gUCt5kQ</latexit>

f = n+ g = m
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{ }
<latexit sha1_base64="JKhwX+hh4ym2oAL3AiltnEMYy+Q=">AAACCHicbVDLSsNAFL3xWeur6tLNYBFclUREXRbduKxgH9CEMplM2qGTSTozEUPoD/gBbvUT3Ilb/8Iv8DectlnY1gMXDufcF8dPOFPatr+tldW19Y3N0lZ5e2d3b79ycNhScSoJbZKYx7LjY0U5E7Spmea0k0iKI5/Ttj+8nfjtRyoVi8WDzhLqRbgvWMgI1kZy3Ry5o1GKA+SOe5WqXbOnQMvEKUgVCjR6lR83iEkaUaEJx0p1HTvRXo6lZoTTcdlNFU0wGeI+7RoqcESVl09/HqNTowQojKUpodFU/TuR40ipLPJNZ4T1QC16E/E/r5vq8NrLmUhSTQWZHQpTjnSMJgGggElKNM8MwUQy8ysiAywx0SamuU2Ycy9/ysZlk4yzmMMyaZ3XnMuac39Rrd8UGZXgGE7gDBy4gjrcQQOaQCCBF3iFN+vZerc+rM9Z64pVzBzBHKyvX7K+mjc=</latexit>

{ }



Multiple packets : non-determinism vs multicast

<latexit sha1_base64="BwNOlI5kaL/ub+gPu0VV5XEIAxw=">AAACCnicbVDLSgMxFL1TX7W+qi7dBIsgCGVGRN0IRTcuK9gHtGPJpJk2NMkMSUYsQ//AD3Crn+BO3PoTfoG/YdrOwrYeuNzDOfcmlxPEnGnjut9Obml5ZXUtv17Y2Nza3inu7tV1lChCayTikWoGWFPOJK0ZZjhtxopiEXDaCAY3Y7/xSJVmkbw3w5j6AvckCxnBxkoPIbpCEp2gnu0CdYolt+xOgBaJl5ESZKh2ij/tbkQSQaUhHGvd8tzY+ClWhhFOR4V2ommMyQD3aMtSiQXVfjq5eoSOrNJFYaRsSYMm6t+NFAuthyKwkwKbvp73xuJ/Xisx4aWfMhknhkoy/ShMODIRGkeAukxRYvjQEkwUs7ci0scKE2ODmnkJc+6nT8NRwSbjzeewSOqnZe+87N2dlSrXWUZ5OIBDOAYPLqACt1CFGhBQ8AKv8OY8O+/Oh/M5Hc052c4+zMD5+gUCt5kQ</latexit>

f = n+ g = m

<latexit sha1_base64="6UqwfcwpIczpRBH6AJm1K7abTfM=">AAACEHicbVDLSgMxFM3UV62vsS7dBIvgqsyIqBuh6MZlBfuAzlAyaaYNTTJDkpEO0/6EH+BWP8GduPUP/AJ/w7SdhW09cOHknHtzLyeIGVXacb6twtr6xuZWcbu0s7u3f2AflpsqSiQmDRyxSLYDpAijgjQ01Yy0Y0kQDxhpBcO7qd96IlLRSDzqNCY+R31BQ4qRNlLXLofwBgrowfHYg7BvHrxrV5yqMwNcJW5OKiBHvWv/eL0IJ5wIjRlSquM6sfYzJDXFjExKXqJIjPAQ9UnHUIE4UX42u30CT43Sg2EkTQkNZ+rfiQxxpVIemE6O9EAte1PxP6+T6PDaz6iIE00Eni8KEwZ1BKdBwB6VBGuWGoKwpOZWiAdIIqxNXAs/Icb8bJROSiYZdzmHVdI8r7qXVffholK7zTMqgmNwAs6AC65ADdyDOmgADEbgBbyCN+vZerc+rM95a8HKZ47AAqyvX8ZQmw4=</latexit>

f = n || g = m
<latexit sha1_base64="JKhwX+hh4ym2oAL3AiltnEMYy+Q=">AAACCHicbVDLSsNAFL3xWeur6tLNYBFclUREXRbduKxgH9CEMplM2qGTSTozEUPoD/gBbvUT3Ilb/8Iv8DectlnY1gMXDufcF8dPOFPatr+tldW19Y3N0lZ5e2d3b79ycNhScSoJbZKYx7LjY0U5E7Spmea0k0iKI5/Ttj+8nfjtRyoVi8WDzhLqRbgvWMgI1kZy3Ry5o1GKA+SOe5WqXbOnQMvEKUgVCjR6lR83iEkaUaEJx0p1HTvRXo6lZoTTcdlNFU0wGeI+7RoqcESVl09/HqNTowQojKUpodFU/TuR40ipLPJNZ4T1QC16E/E/r5vq8NrLmUhSTQWZHQpTjnSMJgGggElKNM8MwUQy8ysiAywx0SamuU2Ycy9/ysZlk4yzmMMyaZ3XnMuac39Rrd8UGZXgGE7gDBy4gjrcQQOaQCCBF3iFN+vZerc+rM9Z64pVzBzBHKyvX7K+mjc=</latexit>

{ }

<latexit sha1_base64="JKhwX+hh4ym2oAL3AiltnEMYy+Q=">AAACCHicbVDLSsNAFL3xWeur6tLNYBFclUREXRbduKxgH9CEMplM2qGTSTozEUPoD/gBbvUT3Ilb/8Iv8DectlnY1gMXDufcF8dPOFPatr+tldW19Y3N0lZ5e2d3b79ycNhScSoJbZKYx7LjY0U5E7Spmea0k0iKI5/Ttj+8nfjtRyoVi8WDzhLqRbgvWMgI1kZy3Ry5o1GKA+SOe5WqXbOnQMvEKUgVCjR6lR83iEkaUaEJx0p1HTvRXo6lZoTTcdlNFU0wGeI+7RoqcESVl09/HqNTowQojKUpodFU/TuR40ipLPJNZ4T1QC16E/E/r5vq8NrLmUhSTQWZHQpTjnSMJgGggElKNM8MwUQy8ysiAywx0SamuU2Ycy9/ysZlk4yzmMMyaZ3XnMuac39Rrd8UGZXgGE7gDBy4gjrcQQOaQCCBF3iFN+vZerc+rM9Z64pVzBzBHKyvX7K+mjc=</latexit>

{ }
<latexit sha1_base64="JKhwX+hh4ym2oAL3AiltnEMYy+Q=">AAACCHicbVDLSsNAFL3xWeur6tLNYBFclUREXRbduKxgH9CEMplM2qGTSTozEUPoD/gBbvUT3Ilb/8Iv8DectlnY1gMXDufcF8dPOFPatr+tldW19Y3N0lZ5e2d3b79ycNhScSoJbZKYx7LjY0U5E7Spmea0k0iKI5/Ttj+8nfjtRyoVi8WDzhLqRbgvWMgI1kZy3Ry5o1GKA+SOe5WqXbOnQMvEKUgVCjR6lR83iEkaUaEJx0p1HTvRXo6lZoTTcdlNFU0wGeI+7RoqcESVl09/HqNTowQojKUpodFU/TuR40ipLPJNZ4T1QC16E/E/r5vq8NrLmUhSTQWZHQpTjnSMJgGggElKNM8MwUQy8ysiAywx0SamuU2Ycy9/ysZlk4yzmMMyaZ3XnMuac39Rrd8UGZXgGE7gDBy4gjrcQQOaQCCBF3iFN+vZerc+rM9Z64pVzBzBHKyvX7K+mjc=</latexit>

{ }



CNetKAT axioms

Boolean Algebra

Kleene Algebra

+

Packet Axioms

+

PCDL (pseudo-complement distributive lattice)

Parallel Axioms

+

Interface axioms

+



CNetKAT axioms

Boolean Algebra

Kleene Algebra

+

Packet Axioms

+

PCDL (pseudo-complement distributive lattice)

Parallel Axioms

+

Interface axioms

+



CNetKAT axioms

Boolean Algebra

Kleene Algebra

+

Packet Axioms

+

PCDL (pseudo-complement distributive lattice)

Parallel Axioms

+

Interface axioms

+



CNetKAT axioms

Boolean Algebra

Kleene Algebra

+

Packet Axioms

+

PCDL (pseudo-complement distributive lattice)

Parallel Axioms

+

Interface axioms

+



CNetKAT axioms

Boolean Algebra

Kleene Algebra

+

Packet Axioms

+

PCDL (pseudo-complement distributive lattice)

Parallel Axioms

+

Interface axioms

+



Soundness and Completeness 

Soundness

Completeness
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Final Remarks

✓Language to specify and verify network behaviour 

✓Compositional semantics 

✓Multiple Packets 

✓Access to a variable store

NetKAT

}

Concurrency}

➡Case studies  

➡Better reasoning support 

➡Decision procedure 

➡Library of theorems

❖Concurrency is hard 

❖Global vs local state makes reasoning subtle  

❖Encoding examples can be tricky


