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Scalable  
verification

Fundamental 
correspondence  
to automata and 
language theory



The KA(T) tower principle

Prob

Net

  Concurrent?

KAT



The KA(T) tower principle

Prob

Net

  Concurrent?

KATsimple imperative 



The KA(T) tower principle

Prob

Net

  Concurrent?

KATsimple imperative 

reachability



The KA(T) tower principle

Prob

Net

  Concurrent?

KATsimple imperative 

reachability

congestion



The KA(T) tower principle

Prob

Net

  Concurrent?

KAT

Extensions conservative 
(semantics and algorithms)



The KA(T) tower principle

Prob

Net

  Concurrent?

KAT

Extensions conservative 
(semantics and algorithms)

CKAT



This talk



Let’s start from the 
beginning… 



Kleene Algebra (KA)

Stephen Cole Kleene
(1909–1994)

(0 + 1(01⇤0)⇤1)⇤

{multiples of 3 in binary}
1

0

1

0

0

1

(ab)⇤a = a(ba)⇤

{a, aba, ababa, . . .}
a

b

(a+ b)⇤ = a
⇤(ba⇤)⇤

{all strings over {a, b}}
a + b
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Kleene algebra - KA

Theorem [Kozen’90] 
         KA axioms are sound and complete 
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KAT = simple imperative language 

If b then p else q = b;p + !b;q 

While b do p = (bp)*!b

[[p]] ✓ At · (⌃ ·At)⇤
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KAT

If b then p else q = b;p + !b;q 

While b do p = (bp)*!b

valuations 
variables

[[p]] ✓ At · (⌃ ·At)⇤
<latexit sha1_base64="N5kTPRBIyj4Kuyy9EKAPO87kjFo="></latexit><latexit sha1_base64="N5kTPRBIyj4Kuyy9EKAPO87kjFo="></latexit><latexit sha1_base64="N5kTPRBIyj4Kuyy9EKAPO87kjFo="></latexit><latexit sha1_base64="N5kTPRBIyj4Kuyy9EKAPO87kjFo="></latexit>

{↵!b,↵bp↵!b,↵bp↵bp↵!b, . . .}
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{↵bp�,↵!bp�}
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Concurrent programs

(x = 0 ^ y = 0) · (T0 || T1)  ¬(r1 = 0 ^ r2 = 0)
<latexit sha1_base64="H6b2KYRX3qklv9oN4+RtwCDiqno="></latexit>
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Concurrent Kleene Algebra  
(Hoare, Moeller, Struth, Wehrman’09) 

p || q
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Concurrent Kleene Algebra  
(Hoare, Moeller, Struth, Wehrman’09) 

p || q
<latexit sha1_base64="tXIVzxyWzXTaSm9o4kJdA4b6WfA=">AAACOXicbVDLTgIxFO3gC/EFumTTSExckRljokuiG5eYyCOBCel0OtDQ6dS2Q5gM/IRb/RO/xKU749YfsMAsHPAkTU7OffSe4wlGlbbtD6uwtb2zu1fcLx0cHh2flCunbRXFEpMWjlgkux5ShFFOWppqRrpCEhR6jHS88f2i3pkQqWjEn3QiiBuiIacBxUgbqSv6cDbrw+dBuWbX7SXgJnEyUgMZmoOKVe37EY5DwjVmSKmeYwvtpkhqihmZl/qxIgLhMRqSnqEchUS56fLgObwwig+DSJrHNVyqfydSFCqVhJ7pDJEeqfXaQvyv1ot1cOumlItYE45XHwUxgzqCC/fQp5JgzRJDEJbU3ArxCEmEtckotwkx5qbTJG/En1ChMivTlZfcaZ7nUz6cl0ycznp4m6R9VXfsuvN4XWvcZcEWQRWcg0vggBvQAA+gCVoAAwZewCt4s96tT+vL+l61Fqxs5gzkYP38AmiHrY4=</latexit><latexit sha1_base64="tXIVzxyWzXTaSm9o4kJdA4b6WfA=">AAACOXicbVDLTgIxFO3gC/EFumTTSExckRljokuiG5eYyCOBCel0OtDQ6dS2Q5gM/IRb/RO/xKU749YfsMAsHPAkTU7OffSe4wlGlbbtD6uwtb2zu1fcLx0cHh2flCunbRXFEpMWjlgkux5ShFFOWppqRrpCEhR6jHS88f2i3pkQqWjEn3QiiBuiIacBxUgbqSv6cDbrw+dBuWbX7SXgJnEyUgMZmoOKVe37EY5DwjVmSKmeYwvtpkhqihmZl/qxIgLhMRqSnqEchUS56fLgObwwig+DSJrHNVyqfydSFCqVhJ7pDJEeqfXaQvyv1ot1cOumlItYE45XHwUxgzqCC/fQp5JgzRJDEJbU3ArxCEmEtckotwkx5qbTJG/En1ChMivTlZfcaZ7nUz6cl0ycznp4m6R9VXfsuvN4XWvcZcEWQRWcg0vggBvQAA+gCVoAAwZewCt4s96tT+vL+l61Fqxs5gzkYP38AmiHrY4=</latexit><latexit sha1_base64="tXIVzxyWzXTaSm9o4kJdA4b6WfA=">AAACOXicbVDLTgIxFO3gC/EFumTTSExckRljokuiG5eYyCOBCel0OtDQ6dS2Q5gM/IRb/RO/xKU749YfsMAsHPAkTU7OffSe4wlGlbbtD6uwtb2zu1fcLx0cHh2flCunbRXFEpMWjlgkux5ShFFOWppqRrpCEhR6jHS88f2i3pkQqWjEn3QiiBuiIacBxUgbqSv6cDbrw+dBuWbX7SXgJnEyUgMZmoOKVe37EY5DwjVmSKmeYwvtpkhqihmZl/qxIgLhMRqSnqEchUS56fLgObwwig+DSJrHNVyqfydSFCqVhJ7pDJEeqfXaQvyv1ot1cOumlItYE45XHwUxgzqCC/fQp5JgzRJDEJbU3ArxCEmEtckotwkx5qbTJG/En1ChMivTlZfcaZ7nUz6cl0ycznp4m6R9VXfsuvN4XWvcZcEWQRWcg0vggBvQAA+gCVoAAwZewCt4s96tT+vL+l61Fqxs5gzkYP38AmiHrY4=</latexit><latexit sha1_base64="tXIVzxyWzXTaSm9o4kJdA4b6WfA=">AAACOXicbVDLTgIxFO3gC/EFumTTSExckRljokuiG5eYyCOBCel0OtDQ6dS2Q5gM/IRb/RO/xKU749YfsMAsHPAkTU7OffSe4wlGlbbtD6uwtb2zu1fcLx0cHh2flCunbRXFEpMWjlgkux5ShFFOWppqRrpCEhR6jHS88f2i3pkQqWjEn3QiiBuiIacBxUgbqSv6cDbrw+dBuWbX7SXgJnEyUgMZmoOKVe37EY5DwjVmSKmeYwvtpkhqihmZl/qxIgLhMRqSnqEchUS56fLgObwwig+DSJrHNVyqfydSFCqVhJ7pDJEeqfXaQvyv1ot1cOumlItYE45XHwUxgzqCC/fQp5JgzRJDEJbU3ArxCEmEtckotwkx5qbTJG/En1ChMivTlZfcaZ7nUz6cl0ycznp4m6R9VXfsuvN4XWvcZcEWQRWcg0vggBvQAA+gCVoAAwZewCt4s96tT+vL+l61Fqxs5gzkYP38AmiHrY4=</latexit>

Semantics = languages of PomSets



Concurrent Kleene Algebra  
(Hoare, Moeller, Struth, Wehrman’09) 

p || q
<latexit sha1_base64="tXIVzxyWzXTaSm9o4kJdA4b6WfA=">AAACOXicbVDLTgIxFO3gC/EFumTTSExckRljokuiG5eYyCOBCel0OtDQ6dS2Q5gM/IRb/RO/xKU749YfsMAsHPAkTU7OffSe4wlGlbbtD6uwtb2zu1fcLx0cHh2flCunbRXFEpMWjlgkux5ShFFOWppqRrpCEhR6jHS88f2i3pkQqWjEn3QiiBuiIacBxUgbqSv6cDbrw+dBuWbX7SXgJnEyUgMZmoOKVe37EY5DwjVmSKmeYwvtpkhqihmZl/qxIgLhMRqSnqEchUS56fLgObwwig+DSJrHNVyqfydSFCqVhJ7pDJEeqfXaQvyv1ot1cOumlItYE45XHwUxgzqCC/fQp5JgzRJDEJbU3ArxCEmEtckotwkx5qbTJG/En1ChMivTlZfcaZ7nUz6cl0ycznp4m6R9VXfsuvN4XWvcZcEWQRWcg0vggBvQAA+gCVoAAwZewCt4s96tT+vL+l61Fqxs5gzkYP38AmiHrY4=</latexit><latexit sha1_base64="tXIVzxyWzXTaSm9o4kJdA4b6WfA=">AAACOXicbVDLTgIxFO3gC/EFumTTSExckRljokuiG5eYyCOBCel0OtDQ6dS2Q5gM/IRb/RO/xKU749YfsMAsHPAkTU7OffSe4wlGlbbtD6uwtb2zu1fcLx0cHh2flCunbRXFEpMWjlgkux5ShFFOWppqRrpCEhR6jHS88f2i3pkQqWjEn3QiiBuiIacBxUgbqSv6cDbrw+dBuWbX7SXgJnEyUgMZmoOKVe37EY5DwjVmSKmeYwvtpkhqihmZl/qxIgLhMRqSnqEchUS56fLgObwwig+DSJrHNVyqfydSFCqVhJ7pDJEeqfXaQvyv1ot1cOumlItYE45XHwUxgzqCC/fQp5JgzRJDEJbU3ArxCEmEtckotwkx5qbTJG/En1ChMivTlZfcaZ7nUz6cl0ycznp4m6R9VXfsuvN4XWvcZcEWQRWcg0vggBvQAA+gCVoAAwZewCt4s96tT+vL+l61Fqxs5gzkYP38AmiHrY4=</latexit><latexit sha1_base64="tXIVzxyWzXTaSm9o4kJdA4b6WfA=">AAACOXicbVDLTgIxFO3gC/EFumTTSExckRljokuiG5eYyCOBCel0OtDQ6dS2Q5gM/IRb/RO/xKU749YfsMAsHPAkTU7OffSe4wlGlbbtD6uwtb2zu1fcLx0cHh2flCunbRXFEpMWjlgkux5ShFFOWppqRrpCEhR6jHS88f2i3pkQqWjEn3QiiBuiIacBxUgbqSv6cDbrw+dBuWbX7SXgJnEyUgMZmoOKVe37EY5DwjVmSKmeYwvtpkhqihmZl/qxIgLhMRqSnqEchUS56fLgObwwig+DSJrHNVyqfydSFCqVhJ7pDJEeqfXaQvyv1ot1cOumlItYE45XHwUxgzqCC/fQp5JgzRJDEJbU3ArxCEmEtckotwkx5qbTJG/En1ChMivTlZfcaZ7nUz6cl0ycznp4m6R9VXfsuvN4XWvcZcEWQRWcg0vggBvQAA+gCVoAAwZewCt4s96tT+vL+l61Fqxs5gzkYP38AmiHrY4=</latexit><latexit sha1_base64="tXIVzxyWzXTaSm9o4kJdA4b6WfA=">AAACOXicbVDLTgIxFO3gC/EFumTTSExckRljokuiG5eYyCOBCel0OtDQ6dS2Q5gM/IRb/RO/xKU749YfsMAsHPAkTU7OffSe4wlGlbbtD6uwtb2zu1fcLx0cHh2flCunbRXFEpMWjlgkux5ShFFOWppqRrpCEhR6jHS88f2i3pkQqWjEn3QiiBuiIacBxUgbqSv6cDbrw+dBuWbX7SXgJnEyUgMZmoOKVe37EY5DwjVmSKmeYwvtpkhqihmZl/qxIgLhMRqSnqEchUS56fLgObwwig+DSJrHNVyqfydSFCqVhJ7pDJEeqfXaQvyv1ot1cOumlItYE45XHwUxgzqCC/fQp5JgzRJDEJbU3ArxCEmEtckotwkx5qbTJG/En1ChMivTlZfcaZ7nUz6cl0ycznp4m6R9VXfsuvN4XWvcZcEWQRWcg0vggBvQAA+gCVoAAwZewCt4s96tT+vL+l61Fqxs5gzkYP38AmiHrY4=</latexit>

Semantics = languages of PomSetsKleene Theorem
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(Hoare, Moeller, Struth, Wehrman’09) 
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<latexit sha1_base64="tXIVzxyWzXTaSm9o4kJdA4b6WfA=">AAACOXicbVDLTgIxFO3gC/EFumTTSExckRljokuiG5eYyCOBCel0OtDQ6dS2Q5gM/IRb/RO/xKU749YfsMAsHPAkTU7OffSe4wlGlbbtD6uwtb2zu1fcLx0cHh2flCunbRXFEpMWjlgkux5ShFFOWppqRrpCEhR6jHS88f2i3pkQqWjEn3QiiBuiIacBxUgbqSv6cDbrw+dBuWbX7SXgJnEyUgMZmoOKVe37EY5DwjVmSKmeYwvtpkhqihmZl/qxIgLhMRqSnqEchUS56fLgObwwig+DSJrHNVyqfydSFCqVhJ7pDJEeqfXaQvyv1ot1cOumlItYE45XHwUxgzqCC/fQp5JgzRJDEJbU3ArxCEmEtckotwkx5qbTJG/En1ChMivTlZfcaZ7nUz6cl0ycznp4m6R9VXfsuvN4XWvcZcEWQRWcg0vggBvQAA+gCVoAAwZewCt4s96tT+vL+l61Fqxs5gzkYP38AmiHrY4=</latexit><latexit sha1_base64="tXIVzxyWzXTaSm9o4kJdA4b6WfA=">AAACOXicbVDLTgIxFO3gC/EFumTTSExckRljokuiG5eYyCOBCel0OtDQ6dS2Q5gM/IRb/RO/xKU749YfsMAsHPAkTU7OffSe4wlGlbbtD6uwtb2zu1fcLx0cHh2flCunbRXFEpMWjlgkux5ShFFOWppqRrpCEhR6jHS88f2i3pkQqWjEn3QiiBuiIacBxUgbqSv6cDbrw+dBuWbX7SXgJnEyUgMZmoOKVe37EY5DwjVmSKmeYwvtpkhqihmZl/qxIgLhMRqSnqEchUS56fLgObwwig+DSJrHNVyqfydSFCqVhJ7pDJEeqfXaQvyv1ot1cOumlItYE45XHwUxgzqCC/fQp5JgzRJDEJbU3ArxCEmEtckotwkx5qbTJG/En1ChMivTlZfcaZ7nUz6cl0ycznp4m6R9VXfsuvN4XWvcZcEWQRWcg0vggBvQAA+gCVoAAwZewCt4s96tT+vL+l61Fqxs5gzkYP38AmiHrY4=</latexit><latexit sha1_base64="tXIVzxyWzXTaSm9o4kJdA4b6WfA=">AAACOXicbVDLTgIxFO3gC/EFumTTSExckRljokuiG5eYyCOBCel0OtDQ6dS2Q5gM/IRb/RO/xKU749YfsMAsHPAkTU7OffSe4wlGlbbtD6uwtb2zu1fcLx0cHh2flCunbRXFEpMWjlgkux5ShFFOWppqRrpCEhR6jHS88f2i3pkQqWjEn3QiiBuiIacBxUgbqSv6cDbrw+dBuWbX7SXgJnEyUgMZmoOKVe37EY5DwjVmSKmeYwvtpkhqihmZl/qxIgLhMRqSnqEchUS56fLgObwwig+DSJrHNVyqfydSFCqVhJ7pDJEeqfXaQvyv1ot1cOumlItYE45XHwUxgzqCC/fQp5JgzRJDEJbU3ArxCEmEtckotwkx5qbTJG/En1ChMivTlZfcaZ7nUz6cl0ycznp4m6R9VXfsuvN4XWvcZcEWQRWcg0vggBvQAA+gCVoAAwZewCt4s96tT+vL+l61Fqxs5gzkYP38AmiHrY4=</latexit><latexit sha1_base64="tXIVzxyWzXTaSm9o4kJdA4b6WfA=">AAACOXicbVDLTgIxFO3gC/EFumTTSExckRljokuiG5eYyCOBCel0OtDQ6dS2Q5gM/IRb/RO/xKU749YfsMAsHPAkTU7OffSe4wlGlbbtD6uwtb2zu1fcLx0cHh2flCunbRXFEpMWjlgkux5ShFFOWppqRrpCEhR6jHS88f2i3pkQqWjEn3QiiBuiIacBxUgbqSv6cDbrw+dBuWbX7SXgJnEyUgMZmoOKVe37EY5DwjVmSKmeYwvtpkhqihmZl/qxIgLhMRqSnqEchUS56fLgObwwig+DSJrHNVyqfydSFCqVhJ7pDJEeqfXaQvyv1ot1cOumlItYE45XHwUxgzqCC/fQp5JgzRJDEJbU3ArxCEmEtckotwkx5qbTJG/En1ChMivTlZfcaZ7nUz6cl0ycznp4m6R9VXfsuvN4XWvcZcEWQRWcg0vggBvQAA+gCVoAAwZewCt4s96tT+vL+l61Fqxs5gzkYP38AmiHrY4=</latexit>

Semantics = languages of PomSetsKleene Theorem

Axiomatisation 

Decision Procedure 



Concurrent Kleene Algebra  
(Hoare, Moeller, Struth, Wehrman’09) 



Concurrent Kleene Algebra  
(Hoare, Moeller, Struth, Wehrman’09) 

Exchange law



Concurrent Kleene Algebra  
(Hoare, Moeller, Struth, Wehrman’09) 

Exchange law



Interleaving as 
special case:  
p||q=p.q+q.p

Concurrent Kleene Algebra  
(Hoare, Moeller, Struth, Wehrman’09) 

Exchange law





CoNeCo



CoNeCo
Kleene Theorem

Axiomatisation 

Decision Procedure 



CoNeCo
Kleene Theorem

Axiomatisation 

Decision Procedure 

Brzozowski goes concurrent: a Kleene theorem for Pomset languages (CONCUR 2017)
Tobias Kappé, Paul Brunet, Bas Luttik, Alexandra Silva, and Fabio Zanasi



CoNeCo
Kleene Theorem

Axiomatisation 

Decision Procedure 

Brzozowski goes concurrent: a Kleene theorem for Pomset languages (CONCUR 2017)
Tobias Kappé, Paul Brunet, Bas Luttik, Alexandra Silva, and Fabio Zanasi

Concurrent Kleene Algebra: free model and completeness (ESOP 2018)
Tobias Kappé, Paul Brunet, Alexandra Silva, and Fabio Zanasi



Kleene Theorem
Fork Automata (Gischer’88) 



Kleene Theorem
Fork Automata (Gischer’88) 

Automata Expressions
Brzozowski-like construction

Requires restriction



Kleene Theorem
Fork Automata (Gischer’88) 

Automata Expressions
Brzozowski-like construction

Requires restriction



CoNeCo

CKA



CoNeCo

CKA

CKAT next



CoNeCo

CKA

CKAT next

CNetKAT soon



CKAT [Jipsen’14]



CKAT [Jipsen’14]



The problem with CKAT



The problem with CKAT



The problem with CKAT



The problem with CKAT



The problem with CKAT

Every test is an 
invariant of every 

program! 



Crossroads



Crossroads



Crossroads



Crossroads



Crossroads



A new algebra



A new algebra

Kleene Algebra with Observations (CONCUR’19)

T Kappé, P Brunet, J Rot, A Silva, J Wagemaker, and F Zanasi



A new algebra

Kleene Algebra with Observations (CONCUR’19)

T Kappé, P Brunet, J Rot, A Silva, J Wagemaker, and F Zanasi

Concurrent Kleene Algebra with Observations: from Hypotheses to Completeness (Fossacs’20) 

T Kappé, P Brunet, A Silva, J Wagemaker, and F Zanasi



CKAO

(x = 0 ^ y = 0) · (T0 || T1)  ¬(r1 = 0 ^ r2 = 0)
<latexit sha1_base64="H6b2KYRX3qklv9oN4+RtwCDiqno="></latexit>

Can we reason about these programs (co)algebraically?

Axioms 
KA+BA+CKA 

Keep conjunction 
and sequential 

composition distinct



CKAO

(x = 0 ^ y = 0) · (T0 || T1)  ¬(r1 = 0 ^ r2 = 0)
<latexit sha1_base64="H6b2KYRX3qklv9oN4+RtwCDiqno="></latexit>

Can we reason about these programs (co)algebraically?

Axioms 
KA+BA+CKA 

Keep conjunction 
and sequential 

composition distinct



Conclusions



Conclusions

CKAO

A (co)algebraic 
framework to analyse 

programs with 
concurrency and 

control flow



Conclusions

CKAO

A (co)algebraic 
framework to analyse 

programs with 
concurrency and 

control flow
Sound and complete 

axiomatization 
Decidability



Conclusions

CKAO

A (co)algebraic 
framework to analyse 

programs with 
concurrency and 

control flow
Sound and complete 

axiomatization 
Decidability

Currently: case study 
with partial function 

memory model 



Conclusions

CKAO

A (co)algebraic 
framework to analyse 

programs with 
concurrency and 

control flow
Sound and complete 

axiomatization 
Decidability

Currently: case study 
with partial function 

memory model 

Soon: Network 
application



Conclusions

Questions?

CKAO

A (co)algebraic 
framework to analyse 

programs with 
concurrency and 

control flow
Sound and complete 

axiomatization 
Decidability

Currently: case study 
with partial function 

memory model 

Soon: Network 
application



Credits

CoNeCo
http://coneco-project.org


