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Figure 1: The e.dentifier2

been largely reverse engineered [9, 19]. In more detail,
during an EMV-CAP transaction, two MACs (Message
Authentication Codes) are generated by the bank card
using a secret key that is shared with the bank. Usu-
ally, a bit filter is then applied on the first MAC and the
Application Transaction Counter of the card to get an 8
digit number used to confirm the transaction. However,
the e.dentifier2 is slightly different from the devices dis-
cussed in [9, 19], as some additional transformation is
performed in the device before the confirmation code is
returned.

When the device is used without USB connection, the
user has to copy numeric challenges shown on the bank
web page onto the reader, after he inserted his bank card
and typed in his PIN code. The display then shows a
response, which is based on the response of the bank
card, that has to be entered in the web page to confirm
the transaction.

When the device is used with a USB connection, it is
controlled by the browser using JavaScript via a plugin.
The user then does not need to manually copy numeric
challenges and responses, and more detailed (alphanu-
meric) information is given on the display of the device,
in particular details of any bank transfer being approved.
In principle, this is more secure, as it provides WYSI-
WYS (What-You-Sign-Is-What-You-See): the user can
understand what transaction he is approving. When the
user only sees meaningless random challenges, he can
easily be misled by Man-in-the-Browser attacks. Unfor-
tunately, a vulnerability in the device means that user ap-
proval of transactions – by pressing the OK button on the
device – could actually be by-passed by malware send-
ing USB commands at unexpected stages of the protocol
[6].

After discovery of the vulnerability, a new version
of the device was released. We used both the old

and the new version in order to see if such flaws can
be automatically discovered. To be precise, we used
e.dentifiers with version numbers

and
; this firmware version is shown on

the display if the button 5 is pressed while a smartcard is
inserted.

2.2 LearnLib

The behaviour of our target – the e.dentifier2 device –
can be modelled as a Mealy machine. Mealy machines
are deterministic finite automata (DFAs), which produce
an output on every state transition.

A Mealy machine M is specified by the tuple
hI,O,S,s0,d ,l i, consisting of the input alphabet I, the
output alphabet O, the states S, the initial state s0 2 S,
the transition function d : S⇥ I ! S, and the output func-
tion l : S⇥ I ! O. We define input and output symbols
as elements of I and O and input and output strings as
elements of I⇤ and O⇤.

We use LearnLib [15] to learn the Mealy machine im-
plemented by the e.dentifier2. LearnLib uses a version
of Angluin’s L⇤ algorithm [4] optimised for Mealy ma-
chines. In the L⇤ algorithm, a learner infers a Mealy
machine with the help of a teacher, who is assumed to
know the Mealy machine we want to learn.

In essence, this is done by randomly trying different
sequences of inputs, and observing the output; if in-
cluding an input makes a difference in subsequent in-
put/output responses, it is inferred that this input must
have caused an internal state change.

In more detail, this is done by creating a hypothesis
and iteratively refining it in a two-step process:

• First, the learner chooses input strings and obtains
the output strings produced by the target from the
teacher using so called output queries. This way, it
tries to discover different states using distinguish-
ing strings, i.e. suffixes that produce different out-
puts for different states. For each discovered state,
the algorithm stores an access sequence, i.e. an in-
put string that reaches this state from the initial
state. When every input symbol in every known
state results in a transition to another known state,
the model is consistent and a hypothesis automaton
is generated.

• Next, the learner sends an equivalence query to the
teacher to check whether the hypothesis is equal to
the target automaton. If this is not the case, the
teacher replies with a counter example, i.e. an in-
put string which results in different outputs for the
target and the hypothesis automaton.

2

Figure 2: Our Lego robot is capable of pressing three buttons on the e.dentifier2. The learning setup includes the Lego
robot, circuitry to power the engines, and a Raspberry Pi that interacts with the e.dentifier2 and controls the engines.

turn the USB power supply on and off.
In our experiments, we used a smartcard that we pro-

grammed ourselves to provide the required EMV sup-
port. An advantage of this was that we could fix some
of the behaviour of the card, and make it produce iden-
tical responses for each EMV request. A real bank card
has an Application Transaction Counter (ATC), which is
included in the MAC and increased after each request,
and the resulting change in the output would have to be
filtered out to learn the state machine with LearnLib.

3.2 Software

We created a small program in Java on top of LearnLib
(based on the one used in [2]) to create output queries
and build a model from the responses. For the equiva-
lence checking, we used either the random walk method
or the W-method. To create reproducible results we used
a static seed for the random number generator. The in-
put alphabet consists of command names that represent
either USB messages or commands for the Lego robot.
A class implementing the interface answers out-
put queries by sending the commands to a script on the
Raspberry Pi over a TCP socket. This script controls the
motors and resets the device. Additionally, it sends the
USB commands to the e.dentifier2 using the PyUSB li-
brary.

Especially in longer experiments, we experienced
problems with non-deterministic behaviour due to, for
example, buttons not always correctly being pressed. To
counter this, we made use of an alternative version of
the software using majority voting were all queries are
executed twice. If the results are different, the query is
executed a third time and this output is given if it is equal
to one of the first two outputs. If all three outputs are

different, the software will throw an exception.

4 Experiments

4.1 Input and Output Symbols
We based the input symbols on the USB commands dis-
covered by previous reverse engineering [6] (for their
byte values, see Table 1 in Appendix A). A normal trans-
action starts with the SHIELD command, after which the
e.dentifier2 displays the logo of the bank (a “shield”)
three times. Next, INSERT_CARD sets the language
(in our case “EN” for English) and waits until the bank
card is inserted. The PIN command causes the de-
vice to ask for the PIN and send it to the card. After
that, SIGNDATA sends binary data to be included in the
cryptogram. The DISPLAY_TEXT command encodes
a text to be included in the cryptogram, that is shown
on the screen and has to be confirmed by the user with
the OK button. Finally, GEN_CRYPTOGRAM tells the
e.dentifier2 to get a cryptogram from the smartcard.

In addition to these USB commands, the input sym-
bols ROBOT_OK and ROBOT_CANCEL instruct the
robot to press the OK or Cancel button respectively. To
accelerate the learning process by keeping the number in-
put symbols and states low, we defined some input sym-
bols that combine two or more inputs.

• COMBINED_INIT consists of SHIELD followed
by INSERT_CARD;

• COMBINED_DATA combines SIGNDATA and
DISPLAY_TEXT;

• COMBINED_PIN translates to the PIN USB com-
mand plus the robot pressing four times a digit fol-
lowed by the OK button.

4
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property stating that for all s
1

, s
2

œ S such that ›(s
1

) = ›(s
2

) we must have L(s
1

) = L(s
2

).
The Lı algorithm ensures this by having Á œ E, using that L(s) = ›(s)(Á) for any s œ S.

4 A General Correctness Theorem

In this section we work towards a general correctness theorem. We then show how it applies
to the ID algorithm, to the algorithm by Arbib and Zeiger and to Lı.

S T

H P

‡

e fi
„

m

S H

T P

e

‡ m
Â

fi

(3)

The key observation for the correctness theorem
is the following. Let w = (S ‡≠æ T, T

fi≠æ P ) be
a wrapper with minimization (S e≠æ H, H

m≠æ P ).
If ‡ œ E , then the factorization system gives us a
unique diagonal „ in the left square of (3), which by (the dual of) Proposition ?? satisfies
„ œ E . Similarly, if fi œ M, we have Â in the right square of (3), with Â œ M. Composing the
two diagrams and using again the diagonal property, one sees that „ and Â must be mutually
inverse. We can conclude that H and T are isomorphic. Now, if w is a wrapper produced
by a learning algorithm and T is the state space of the target minimal automaton, as in
Example 2, our reasoning hints at a correctness criterion: ‡ œ E and fi œ M upon termination
ensure that H is (isomorphic to) T . Of course, the criterion will have to guarantee that the
automata, not just the state spaces, are isomorphic.

We first show that the argument above lifts to F -algebras f : FT æ T , for an arbitrary
endofunctor F : C æ C preserving E .

I Lemma 11. For a wrapper w = (‡, fi) and an F -algebra f , if ‡ œ E, then w is f -closed; if
fi œ M, then w is f-consistent.

Proof. If ‡ œ E , then let „ be as in (3) and define closef = „ ¶ f ¶ F‡; if fi œ M, then let Â
be as in (3) and define consf = fi ¶ f ¶ FÂ. J

I Proposition 12. For a wrapper w = (‡, fi) and an F -algebra f , if ‡ œ E and w is f-
consistent, then „ as given in (3) is an F -algebra homomorphism (T, f) æ (H, ◊f ); if fi œ M
and w is f-closed, then Â as given in (3) is an F -algebra homomorphism (H, ◊f ) æ (T, f).
Proof. Assume that ‡ œ E and w is FT T H

FS P

FT FH H

f „

fi m
›f

F ‡ F e closef

F ‡ 1

2

F „

3

4

5

◊f

m

1 definition of ›f

2 (3)
3 functoriality, (3)
4 definition of ◊f

5 closedness

f -consistent. The proof for the other
part is analogous. Using Lemma 11 we
see that ◊f indeed exists. Because F‡
is epic and m monic, it su�ces to show
m¶„¶f ¶F‡ = m¶◊f ¶F„¶F‡, which
is done on the right. (The definition of
◊f can be found in the proof of Proposition 9.) J

I Corollary 13. If ‡ œ E and fi œ M, then „ as given in (3) is an F -algebra isomorphism
(T, f) æ (H, ◊f ).

Now we enrich F -algebras with initial and final states, obtaining a notion of automaton in a
category. Then we give the full correctness theorem for automata. We fix objects I and Y in
C, which will serve as initial state selector and output of the automaton, respectively.
I Definition 14 (Automaton). An automaton in C is an object Q FQ

Q

I Y

”Q

outQinitQ

of C equipped with an initial state map initQ : I æ Q, an output
map outQ : Q æ Y , and dynamics ”Q : FQ æ Q. An input system
is an automaton without an output map; an output system is an
automaton without an initial state map.
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is epic and m monic, it su�ces to show
m¶„¶f ¶F‡ = m¶◊f ¶F„¶F‡, which
is done on the right. (The definition of
◊f can be found in the proof of Proposition 9.) J

I Corollary 13. If ‡ œ E and fi œ M, then „ as given in (3) is an F -algebra isomorphism
(T, f) æ (H, ◊f ).

Now we enrich F -algebras with initial and final states, obtaining a notion of automaton in a
category. Then we give the full correctness theorem for automata. We fix objects I and Y in
C, which will serve as initial state selector and output of the automaton, respectively.
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4 A General Correctness Theorem

In this section we work towards a general correctness theorem. We then show how it applies
to the ID algorithm, to the algorithm by Arbib and Zeiger and to Lı.
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I Lemma 11. For a wrapper w = (‡, fi) and an F -algebra f , if ‡ œ E, then w is f -closed; if
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be as in (3) and define consf = fi ¶ f ¶ FÂ. J
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is done on the right. (The definition of
◊f can be found in the proof of Proposition 9.) J
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Now we enrich F -algebras with initial and final states, obtaining a notion of automaton in a
category. Then we give the full correctness theorem for automata. We fix objects I and Y in
C, which will serve as initial state selector and output of the automaton, respectively.
I Definition 14 (Automaton). An automaton in C is an object Q FQ
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is done on the right. (The definition of
◊f can be found in the proof of Proposition 9.) J
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Now we enrich F -algebras with initial and final states, obtaining a notion of automaton in a
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„ œ E . Similarly, if fi œ M, we have Â in the right square of (3), with Â œ M. Composing the
two diagrams and using again the diagonal property, one sees that „ and Â must be mutually
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ensure that H is (isomorphic to) T . Of course, the criterion will have to guarantee that the
automata, not just the state spaces, are isomorphic.

We first show that the argument above lifts to F -algebras f : FT æ T , for an arbitrary
endofunctor F : C æ C preserving E .

I Lemma 11. For a wrapper w = (‡, fi) and an F -algebra f , if ‡ œ E, then w is f -closed; if
fi œ M, then w is f-consistent.

Proof. If ‡ œ E , then let „ be as in (3) and define closef = „ ¶ f ¶ F‡; if fi œ M, then let Â
be as in (3) and define consf = fi ¶ f ¶ FÂ. J
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f -consistent. The proof for the other
part is analogous. Using Lemma 11 we
see that ◊f indeed exists. Because F‡
is epic and m monic, it su�ces to show
m¶„¶f ¶F‡ = m¶◊f ¶F„¶F‡, which
is done on the right. (The definition of
◊f can be found in the proof of Proposition 9.) J

I Corollary 13. If ‡ œ E and fi œ M, then „ as given in (3) is an F -algebra isomorphism
(T, f) æ (H, ◊f ).

Now we enrich F -algebras with initial and final states, obtaining a notion of automaton in a
category. Then we give the full correctness theorem for automata. We fix objects I and Y in
C, which will serve as initial state selector and output of the automaton, respectively.
I Definition 14 (Automaton). An automaton in C is an object Q FQ

Q

I Y

”Q

outQinitQ

of C equipped with an initial state map initQ : I æ Q, an output
map outQ : Q æ Y , and dynamics ”Q : FQ æ Q. An input system
is an automaton without an output map; an output system is an
automaton without an initial state map.
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„ œ E . Similarly, if fi œ M, we have Â in the right square of (3), with Â œ M. Composing the
two diagrams and using again the diagonal property, one sees that „ and Â must be mutually
inverse. We can conclude that H and T are isomorphic. Now, if w is a wrapper produced
by a learning algorithm and T is the state space of the target minimal automaton, as in
Example 2, our reasoning hints at a correctness criterion: ‡ œ E and fi œ M upon termination
ensure that H is (isomorphic to) T . Of course, the criterion will have to guarantee that the
automata, not just the state spaces, are isomorphic.

We first show that the argument above lifts to F -algebras f : FT æ T , for an arbitrary
endofunctor F : C æ C preserving E .

I Lemma 11. For a wrapper w = (‡, fi) and an F -algebra f , if ‡ œ E, then w is f -closed; if
fi œ M, then w is f-consistent.

Proof. If ‡ œ E , then let „ be as in (3) and define closef = „ ¶ f ¶ F‡; if fi œ M, then let Â
be as in (3) and define consf = fi ¶ f ¶ FÂ. J

I Proposition 12. For a wrapper w = (‡, fi) and an F -algebra f , if ‡ œ E and w is f-
consistent, then „ as given in (3) is an F -algebra homomorphism (T, f) æ (H, ◊f ); if fi œ M
and w is f-closed, then Â as given in (3) is an F -algebra homomorphism (H, ◊f ) æ (T, f).
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f -consistent. The proof for the other
part is analogous. Using Lemma 11 we
see that ◊f indeed exists. Because F‡
is epic and m monic, it su�ces to show
m¶„¶f ¶F‡ = m¶◊f ¶F„¶F‡, which
is done on the right. (The definition of
◊f can be found in the proof of Proposition 9.) J

I Corollary 13. If ‡ œ E and fi œ M, then „ as given in (3) is an F -algebra isomorphism
(T, f) æ (H, ◊f ).

Now we enrich F -algebras with initial and final states, obtaining a notion of automaton in a
category. Then we give the full correctness theorem for automata. We fix objects I and Y in
C, which will serve as initial state selector and output of the automaton, respectively.
I Definition 14 (Automaton). An automaton in C is an object Q FH

H

I Y
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outHinitH

of C equipped with an initial state map initQ : I æ Q, an output
map outQ : Q æ Y , and dynamics ”Q : FQ æ Q. An input system
is an automaton without an output map; an output system is an
automaton without an initial state map.
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I Corollary 13. If ‡ œ E and fi œ M, then „ as given in (3) is an F -algebra isomorphism
(T, f) æ (H, ◊f ).

Now we enrich F -algebras with initial and final states, obtaining a notion of automaton in a
category. Then we give the full correctness theorem for automata. We fix objects I and Y in
C, which will serve as initial state selector and output of the automaton, respectively.
I Definition 14 (Automaton). An automaton in C is an object Q FQ
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see that ◊f indeed exists. Because F‡
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C, which will serve as initial state selector and output of the automaton, respectively.
I Definition 14 (Automaton). An automaton in C is an object Q FQ
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4 A General Correctness Theorem

In this section we work towards a general correctness theorem. We then show how it applies
to the ID algorithm, to the algorithm by Arbib and Zeiger and to Lı.

S T

H P

‡

e fi
„

m

S H

T P

e

‡ m
Â

fi

(3)

The key observation for the correctness theorem
is the following. Let w = (S ‡≠æ T, T

fi≠æ P ) be
a wrapper with minimization (S e≠æ H, H

m≠æ P ).
If ‡ œ E , then the factorization system gives us a
unique diagonal „ in the left square of (3), which by (the dual of) Proposition ?? satisfies
„ œ E . Similarly, if fi œ M, we have Â in the right square of (3), with Â œ M. Composing the
two diagrams and using again the diagonal property, one sees that „ and Â must be mutually
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Example 2, our reasoning hints at a correctness criterion: ‡ œ E and fi œ M upon termination
ensure that H is (isomorphic to) T . Of course, the criterion will have to guarantee that the
automata, not just the state spaces, are isomorphic.

We first show that the argument above lifts to F -algebras f : FT æ T , for an arbitrary
endofunctor F : C æ C preserving E .

I Lemma 11. For a wrapper w = (‡, fi) and an F -algebra f , if ‡ œ E, then w is f -closed; if
fi œ M, then w is f-consistent.

Proof. If ‡ œ E , then let „ be as in (3) and define closef = „ ¶ f ¶ F‡; if fi œ M, then let Â
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I Proposition 12. For a wrapper w = (‡, fi) and an F -algebra f , if ‡ œ E and w is f-
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◊f can be found in the proof of Proposition 9.) J
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I Proposition 12. For a wrapper w = (‡, fi) and an F -algebra f , if ‡ œ E and w is f-
consistent, then „ as given in (3) is an F -algebra homomorphism (T, f) æ (H, ◊f ); if fi œ M
and w is f-closed, then Â as given in (3) is an F -algebra homomorphism (H, ◊f ) æ (T, f).
Proof. Assume that ‡ œ E and w is FT T H
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f -consistent. The proof for the other
part is analogous. Using Lemma 11 we
see that ◊f indeed exists. Because F‡
is epic and m monic, it su�ces to show
m¶„¶f ¶F‡ = m¶◊f ¶F„¶F‡, which
is done on the right. (The definition of
◊f can be found in the proof of Proposition 9.) J

I Corollary 13. If ‡ œ E and fi œ M, then „ as given in (3) is an F -algebra isomorphism
(T, f) æ (H, ◊f ).

Now we enrich F -algebras with initial and final states, obtaining a notion of automaton in a
category. Then we give the full correctness theorem for automata. We fix objects I and Y in
C, which will serve as initial state selector and output of the automaton, respectively.
I Definition 14 (Automaton). An automaton in C is an object Q FQ

Q

I Y

”Q

outQinitQ

of C equipped with an initial state map initQ : I æ Q, an output
map outQ : Q æ Y , and dynamics ”Q : FQ æ Q. An input system
is an automaton without an output map; an output system is an
automaton without an initial state map.
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The Lı algorithm ensures this by having Á œ E, using that L(s) = ›(s)(Á) for any s œ S.

4 A General Correctness Theorem

In this section we work towards a general correctness theorem. We then show how it applies
to the ID algorithm, to the algorithm by Arbib and Zeiger and to Lı.
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„ œ E . Similarly, if fi œ M, we have Â in the right square of (3), with Â œ M. Composing the
two diagrams and using again the diagonal property, one sees that „ and Â must be mutually
inverse. We can conclude that H and T are isomorphic. Now, if w is a wrapper produced
by a learning algorithm and T is the state space of the target minimal automaton, as in
Example 2, our reasoning hints at a correctness criterion: ‡ œ E and fi œ M upon termination
ensure that H is (isomorphic to) T . Of course, the criterion will have to guarantee that the
automata, not just the state spaces, are isomorphic.

We first show that the argument above lifts to F -algebras f : FT æ T , for an arbitrary
endofunctor F : C æ C preserving E .

I Lemma 11. For a wrapper w = (‡, fi) and an F -algebra f , if ‡ œ E, then w is f -closed; if
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see that ◊f indeed exists. Because F‡
is epic and m monic, it su�ces to show
m¶„¶f ¶F‡ = m¶◊f ¶F„¶F‡, which
is done on the right. (The definition of
◊f can be found in the proof of Proposition 9.) J

I Corollary 13. If ‡ œ E and fi œ M, then „ as given in (3) is an F -algebra isomorphism
(T, f) æ (H, ◊f ).

Now we enrich F -algebras with initial and final states, obtaining a notion of automaton in a
category. Then we give the full correctness theorem for automata. We fix objects I and Y in
C, which will serve as initial state selector and output of the automaton, respectively.
I Definition 14 (Automaton). An automaton in C is an object Q FQ
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of C equipped with an initial state map initQ : I æ Q, an output
map outQ : Q æ Y , and dynamics ”Q : FQ æ Q. An input system
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Example 2, our reasoning hints at a correctness criterion: ‡ œ E and fi œ M upon termination
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endofunctor F : C æ C preserving E .
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Proof. If ‡ œ E , then let „ be as in (3) and define closef = „ ¶ f ¶ F‡; if fi œ M, then let Â
be as in (3) and define consf = fi ¶ f ¶ FÂ. J
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part is analogous. Using Lemma 11 we
see that ◊f indeed exists. Because F‡
is epic and m monic, it su�ces to show
m¶„¶f ¶F‡ = m¶◊f ¶F„¶F‡, which
is done on the right. (The definition of
◊f can be found in the proof of Proposition 9.) J

I Corollary 13. If ‡ œ E and fi œ M, then „ as given in (3) is an F -algebra isomorphism
(T, f) æ (H, ◊f ).

Now we enrich F -algebras with initial and final states, obtaining a notion of automaton in a
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is an automaton without an output map; an output system is an
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inverse. We can conclude that H and T are isomorphic. Now, if w is a wrapper produced
by a learning algorithm and T is the state space of the target minimal automaton, as in
Example 2, our reasoning hints at a correctness criterion: ‡ œ E and fi œ M upon termination
ensure that H is (isomorphic to) T . Of course, the criterion will have to guarantee that the
automata, not just the state spaces, are isomorphic.

We first show that the argument above lifts to F -algebras f : FT æ T , for an arbitrary
endofunctor F : C æ C preserving E .

I Lemma 11. For a wrapper w = (‡, fi) and an F -algebra f , if ‡ œ E, then w is f -closed; if
fi œ M, then w is f-consistent.

Proof. If ‡ œ E , then let „ be as in (3) and define closef = „ ¶ f ¶ F‡; if fi œ M, then let Â
be as in (3) and define consf = fi ¶ f ¶ FÂ. J

I Proposition 12. For a wrapper w = (‡, fi) and an F -algebra f , if ‡ œ E and w is f-
consistent, then „ as given in (3) is an F -algebra homomorphism (T, f) æ (H, ◊f ); if fi œ M
and w is f-closed, then Â as given in (3) is an F -algebra homomorphism (H, ◊f ) æ (T, f).
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f -consistent. The proof for the other
part is analogous. Using Lemma 11 we
see that ◊f indeed exists. Because F‡
is epic and m monic, it su�ces to show
m¶„¶f ¶F‡ = m¶◊f ¶F„¶F‡, which
is done on the right. (The definition of
◊f can be found in the proof of Proposition 9.) J

I Corollary 13. If ‡ œ E and fi œ M, then „ as given in (3) is an F -algebra isomorphism
(T, f) æ (H, ◊f ).

Now we enrich F -algebras with initial and final states, obtaining a notion of automaton in a
category. Then we give the full correctness theorem for automata. We fix objects I and Y in
C, which will serve as initial state selector and output of the automaton, respectively.
I Definition 14 (Automaton). An automaton in C is an object Q FQ
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I Y
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outQinitQ

of C equipped with an initial state map initQ : I æ Q, an output
map outQ : Q æ Y , and dynamics ”Q : FQ æ Q. An input system
is an automaton without an output map; an output system is an
automaton without an initial state map.
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fi œ M, then w is f-consistent.

Proof. If ‡ œ E , then let „ be as in (3) and define closef = „ ¶ f ¶ F‡; if fi œ M, then let Â
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see that ◊f indeed exists. Because F‡
is epic and m monic, it su�ces to show
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is done on the right. (The definition of
◊f can be found in the proof of Proposition 9.) J

I Corollary 13. If ‡ œ E and fi œ M, then „ as given in (3) is an F -algebra isomorphism
(T, f) æ (H, ◊f ).

Now we enrich F -algebras with initial and final states, obtaining a notion of automaton in a
category. Then we give the full correctness theorem for automata. We fix objects I and Y in
C, which will serve as initial state selector and output of the automaton, respectively.
I Definition 14 (Automaton). An automaton in C is an object Q FQ
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Fig. 1. Example SDN load-balancer. On the left: structure of the SDN. On the right:
messages exchanged in a possible execution of a naive controller program. Coloured
arrows stand for control messages to switches, indicating which flow rule to install
(colours specify the link to be used for the forwarding). Grey boxes and arrows among
them represent packet forwardings. Dashed arrows indicate messages to the controller.

Even in this simple network, an incorrect implementation of the controller
can lead to serious problems. In Fig. 1, on the right, we show an execution of
a naive controller, which simply instructs switches to forward packets along the
shortest path to the chosen replica. This implementation ignores the potential
concurrency in actions taken by switches and controller, leading to a forwarding
loop between S1 and S2. In the first round, when S1 queries the controller, R1 is
chosen. The figure shows S1 forwarding the packet to S2 before the end of the
first round, i.e., before a rule is installed on S2 (green arrow). This causes S2
to query the controller, which triggers the second round in which the controller
chooses R2 and installs another rule on S1 to forward the packet to S3. Now S1
has two contradictory rules, telling to forward the packet either to S2 or to S3.
In the former, the loop at the bottom of the figure occurs. This issue can be
avoided if the implementation uses barriers – the controller will then guarantee
that S2 receives and processes control messages before taking any other action.

2.2 Actors and model-checking of actors

We now explain how we can automatically detect the above problem using actors
and model checking. We use an object-oriented actor language [1], where each
actor type is specified as a class, consisting of a set of fields and methods. Actors
are instances of actor classes. For instance, the instructions: Controller ctrl = new
Controller(); Switch s1 = new Switch(”S1”,ctrl); Host h0 = new Host(”H0”,s1,0);
create three actors: a controller ctrl; a switch s1 with name "S1" and a reference
to ctrl; a host h0, with name "H0", connected to the switch s1 via the port 0.
The SDN in Fig. 1 can be modelled using one actor per component (additional
data structures for network links will be shown later).

The execution model of actors is asynchronous. Each actor can be thought
of as a processor, with a queue of pending tasks and a local memory. Actors are
executed in parallel and, at each actor, one task is nondeterministically selected
among all the pending ones and executed. The syntax Fut<type> f=a!m(x)
spawns an asynchronous task m(x), that is added to the queue of pending tasks
of a, type is the type of the data returned by m or Unit if no data is returned. This
task consists in executing the method m of a with arguments x. The variable f is

3
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that S2 receives and processes control messages before taking any other action.
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We now explain how we can automatically detect the above problem using actors
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are instances of actor classes. For instance, the instructions: Controller ctrl = new
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create three actors: a controller ctrl; a switch s1 with name "S1" and a reference
to ctrl; a host h0, with name "H0", connected to the switch s1 via the port 0.
The SDN in Fig. 1 can be modelled using one actor per component (additional
data structures for network links will be shown later).

The execution model of actors is asynchronous. Each actor can be thought
of as a processor, with a queue of pending tasks and a local memory. Actors are
executed in parallel and, at each actor, one task is nondeterministically selected
among all the pending ones and executed. The syntax Fut<type> f=a!m(x)
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a naive controller, which simply instructs switches to forward packets along the
shortest path to the chosen replica. This implementation ignores the potential
concurrency in actions taken by switches and controller, leading to a forwarding
loop between S1 and S2. In the first round, when S1 queries the controller, R1 is
chosen. The figure shows S1 forwarding the packet to S2 before the end of the
first round, i.e., before a rule is installed on S2 (green arrow). This causes S2
to query the controller, which triggers the second round in which the controller
chooses R2 and installs another rule on S1 to forward the packet to S3. Now S1
has two contradictory rules, telling to forward the packet either to S2 or to S3.
In the former, the loop at the bottom of the figure occurs. This issue can be
avoided if the implementation uses barriers – the controller will then guarantee
that S2 receives and processes control messages before taking any other action.

2.2 Actors and model-checking of actors

We now explain how we can automatically detect the above problem using actors
and model checking. We use an object-oriented actor language [1], where each
actor type is specified as a class, consisting of a set of fields and methods. Actors
are instances of actor classes. For instance, the instructions: Controller ctrl = new
Controller(); Switch s1 = new Switch(”S1”,ctrl); Host h0 = new Host(”H0”,s1,0);
create three actors: a controller ctrl; a switch s1 with name "S1" and a reference
to ctrl; a host h0, with name "H0", connected to the switch s1 via the port 0.
The SDN in Fig. 1 can be modelled using one actor per component (additional
data structures for network links will be shown later).

The execution model of actors is asynchronous. Each actor can be thought
of as a processor, with a queue of pending tasks and a local memory. Actors are
executed in parallel and, at each actor, one task is nondeterministically selected
among all the pending ones and executed. The syntax Fut<type> f=a!m(x)
spawns an asynchronous task m(x), that is added to the queue of pending tasks
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