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recently become a reality

Trend in PL&Verification after Software-Defined Networks 

• Design high-level languages that model essential network features
• Develop semantics that enables reasoning precisely about behavior
• Build tools to synthesize low-level implementations automatically



Probabilistic NetKAT in a nutshell 

✴  A probabilistic extension of NetKAT, a programming language/
logic for specification/verification/programming of packet 
switching networks 

✴  Programs denote functions that give probability distributions 
on sets of packet histories 

✴ Enables reasoning about probabilistic routing protocols or 
behavior of deterministic protocols on random inputs 

✴ Can handle scenarios involving congestion, failure, and 
randomized routing

[Foster & al., POPL15][Smolka & al., ICFP15][Anderson & al., POPL14]
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ProbNetKAT language
pol ::= drop 

| skip 
| field = val 
| pol1 & pol2 
| pol1 ; pol2 
| !pol 
| pol +r pol 
| pol* 
| field := val 
| dup

Boolean Algebra

Kleene Algebra

+

Packet Primitives
+

Probabilistic choice
+

}NetKAT 
 (Anderson et al’14)

KAT = simple imperative language 

If b then p else q = b;p + !b;q 

While b do p = (bp)*!b



Networks in NetKAT

sw=6;pt=8;dst := 10.0.1.5;pt:=5

 For all packets located at port 8 of switch 6, set the destination address  
to 10.0.1.5 and forward it out on port 5.



Networks in NetKAT
Networks

The behavior of an entire network can be encoded in NetKAT 
by interleaving steps of processions by switches and topology

policy 
+ 

(policy; topo); policy 
+ 

(policy; topo; policy; topo); policy 
⋮

(policy; topo)*; policy

policy

topo

The behavior of an entire network can be encoded in NetKAT 
by interleaving steps of processions by switches and topology



Semantics

(policy;topo)*;policy

packet history set of packet histories 
<p,…> {<q,…>,<r,…>}

✴Packet-processing function  

✴Applicability limited to simple connectivity or routing behavior

[[e]] : H ! 2H



ExampleExample
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Suppose the network operator wants to configure the switches to forward
tra�c on the two left-to-right paths from I1 to E1 and I2 to E2.

We can specify this in ProbNetKAT as follows:

p , (sw = I1 ; dup ; sw  C ; dup ; sw  D ; dup ; sw  E1) &

(sw = I2 ; dup ; sw  C ; dup ; sw  D ; dup ; sw  E2)

Configure the switches to forward traffic on the 
two left-to-right paths from I1  to E1  and I2  to E2 .

 p = (sw =  I1 ; dup ; sw := C ; dup ; sw := D ; dup ; sw := E1) & 
        (sw =  I2 ; dup ; sw := C ; dup ; sw := D ; dup ; sw := E2)

Network Operator
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Probabilistic semantics
d1 = drop +1/3           @I1 +1/3 (     @I1&     @I1)

d2 = drop +1/3           @I2 +1/3 (     @I2&     @I2)

Amount of congestion on links in the network?

 p = (sw =  I1 ; dup ; sw := C ; dup ; sw := D ; dup ; sw := E1) & 
        (sw =  I2 ; dup ; sw := C ; dup ; sw := D ; dup ; sw := E2)

Example
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Suppose the network operator wants to configure the switches to forward
tra�c on the two left-to-right paths from I1 to E1 and I2 to E2.

We can specify this in ProbNetKAT as follows:

p , (sw = I1 ; dup ; sw  C ; dup ; sw  D ; dup ; sw  E1) &

(sw = I2 ; dup ; sw  C ; dup ; sw  D ; dup ; sw  E2)

[[d; p]]
 1/9 . { } +   no packet
 1/9 . {E1;1:C2;1:C1;1:I1;1} + one packet from I1-E1 
 1/9 . {E1;1:C2;1:C1;1:I1;1; E1;2:C2;2:C1;2:I1;2} + two packets from I1-E1
….

=



Probabilities are needed
✴ expected congestion: the network operator wishes to calculate the 
expected congestion on each link, given a model of incoming traffic 

✴ reliability: the network operator wishes to calculate the probability of 
successful packet delivery given probability of failure of some network 
components 

✴ randomized routing: the network operator wishes to use randomized 
routing schemes such as equal-cost multi-path routing (ECMP) or 
Valiant load balancing (VLB) to balance load across multiple paths



Yet another (Net)KAT 
extension?

The obvious extension does not work…

[[e]] : H ! 2H

[[e]] : H ! D(2H)

[[p+r q]](h) = r[[p]](h) + (1� r)[[p]](h)

[[e]](h) = �([[e]](h)) } for the deterministic fragment



Yet another (Net)KAT 
extension?

 The meaning of a program on an input set of packet histories is not uniquely  
determined by its action on individual histories

The obvious extension does not work…

[[e]] : H ! 2H

[[e]] : H ! D(2H)

[[p+r q]](h) = r[[p]](h) + (1� r)[[p]](h)

[[e]](h) = �([[e]](h)) } for the deterministic fragment



Yet another (Net)KAT 
extension?

 The meaning of a program on an input set of packet histories is not uniquely  
determined by its action on individual histories

The obvious extension does not work…

[[e]] : H ! 2H

[[e]] : H ! D(2H)

[[p+r q]](h) = r[[p]](h) + (1� r)[[p]](h)

[[e]](h) = �([[e]](h)) } for the deterministic fragment

Not compositional!! 



Example bad semantics

Problem 1 Different from desired meaning
[[⇡0! +.5 ⇡1!]] = 0.5�{⇡0} + 0.5�{⇡1}

[[(⇡0!&⇡1!) +.5 drop]] = 0.5�{⇡0,⇡1} + 0.5�;

[[⇡0! +.5 ⇡1!]](⇡1) = [[(⇡0!&⇡1!) +.5 drop]](⇡1) = 0.5
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It gets worse….
Discrete measures are not enough 

p = ⇡0! +.5 ⇡1!

p; (dup; p)⇤

Sets the input packet to either 0 or 1 
with equal probability,  
then repeat: 
(i) output the current packet, 
(ii) duplicate the current packet, and 
(iii) set the new current packet to 0  
or 1  with equal probability.



It gets worse….
Discrete measures are not enough 

p = ⇡0! +.5 ⇡1!

p; (dup; p)⇤

[[p; (dup; p)⇤]](⇡0) is a continuous measure



Our solution
Markov Kernels

[[e]] : 2H ⇥ B ! R B ✓ 22
H

smallest sigma-algebra 
containing

B⌧ = {a 2 2H | ⌧ 2 a}
measurable on the first argument

probability measure on the second argument
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[[e]] : 2H ⇥ B ! R B ✓ 22
H

smallest sigma-algebra 
containing

B⌧ = {a 2 2H | ⌧ 2 a}

Intuitively, this is the probability that the union a[b of two independent samples
taken with respect to µ and ⌫ lies in A. The & operation enjoys a number of
useful properties, as captured by the following lemma:

Lemma 1.

(i) & is associative and commutative.

(ii) & is linear in both arguments.

(iii) (�a & µ)(A) = µ({b | a [ b 2 A}).
(iv) �a & �b = �a[b.

(v) �? is a two-sided identity for &.

(vi) µ & µ = µ i↵ µ = �a for some a 2 2H .

There is also an infinitary version of & that works on finite or countable multisets
of measures, but we will not need it in our development.

5.4 ProbNetKAT Semantics

Now we are ready to define the semantics of ProbNetKAT itself. Every Prob-
NetKAT term p will denote a Markov kernel

[[p]] : 2H ⇥ B ! R
which can be curried variously as

[[p]] : 2H ! B ! R [[p]] : B ! 2H ! R.

Intuitively, the term p, given an input a 2 2H , produces an output according to
the distribution [[p]](a). We can think of running the program p with input a as a
probabilistic experiment, and the value [[p]](a,A) 2 R is the probability that the
outcome of the experiment lies in A 2 B. The measure [[p]](a) is not necessarily
discrete (§6.3): its total weight is always 1, although the probability of any given
singleton may be 0.

The semantics of the atomic operations are defined as follows for a 2 2H :

[[x n]](a) = �{⇡[n/x] :� |⇡ :�2a}

[[x = n]](a) = �{⇡ :� |⇡ :�2a, ⇡(x)=n}

[[dup]](a) = �{⇡ :⇡ :� |⇡ :�2a}

[[skip]](a) = �a

[[drop]](a) = �?

Note that if no elements of a satisfy the test x = n, the result is �?, which is
the Dirac measure on the emptyset, not the constant 0 measure.

These are all deterministic terms, and as such, they correspond to measurable
functions f : 2H ! 2H . In each of these cases, the function f is completely
determined by its action on singletons, and indeed by its action on the head
packet of the unique element of each of those singletons.

12
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[[e]] : 2H ⇥ B ! R B ✓ 22
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smallest sigma-algebra 
containing
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The semantics of NetKAT is shown in Figure 3. Intuitively, a test x = n
drops the packet if the test is not satisfied and passes it through unaltered if
it is satisfied—i.e., tests behave like filters. The dup construct duplicates the
head packet ⇡, yielding a fresh copy that can be modified by other constructs.
Hence, the dup construct can be used to encode paths through the network, with
each occurrence of dup marking an intermediate hop. Note that + behaves like
a disjunction operation when applied to tests and like a union operation when
applied to actions. Similarly, ; behaves like a conjunction operation when applied
to tests and like a sequential composition when applied to actions. Negation is
only ever applied to tests, as is enforced by the syntax of the language.

5.2 Sets of Packet Histories as a Measurable Space

To give a denotational semantics to ProbNetKAT, we must first identify a suit-
able space of mathematical objects. Because we want to reason about probability
distributions over sets of network paths, we construct a measurable space (as de-
fined in §3) from sets of packet histories, and then define the semantics using
Markov kernels on this space. The powerset 2H of packet histories H forms a
topological space with topology generated by basic clopen sets,

B⌧ = {a 2 2H | ⌧ 2 a}, ⌧ 2 H.

This space is homeomorphic to the Cantor space, the topological product of
countably many copies of the discrete two-element space. Let B ✓ 22

H

be the
Borel sets of this topology. This is the smallest �-algebra containing the sets
B⌧ . The measurable space (2H ,B) with outcomes 2H and events B provides a
foundation for interpreting ProbNetKAT programs as Markov kernels 2H ! 2H .

5.3 The Operation &

Next, we define an operation on measures that will be needed to define the
semantics of ProbNetKAT’s parallel composition operator. Parallel composi-
tion di↵ers in some important ways from NetKAT’s union operator—intuitively,
union merely combines the sets of packet histories generated by its arguments,
whereas parallel composition must somehow combine measures on sets of packet
histories, which is a more intricate operation. For example, while union is idem-
potent, parallel composition will not be in general.

Operationally, the & operation on measures can be understood as follows:
given measures µ and ⌫, to compute the measure µ & ⌫, we sample µ and ⌫
independently to get two subsets of H, then take their union. The probability
of an event A 2 B is the probability that this union is in A.

Formally, given µ, ⌫ 2 M, let µ⇥ ⌫ be the product measure on the product
space 2H ⇥ 2H . The union operation

S
: 2H ⇥ 2H ! 2H is continuous and

therefore measurable, so we can define

(µ & ⌫)(A) , (µ⇥ ⌫)({(a, b) | a [ b 2 A}). (5.1)
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The semantics of the remaining ProbNetKAT terms, except for Kleene star,
is defined as follows:

[[p & q]](a) = [[p]](a) & [[q]](a)

[[p ; q]](a) = [[q]]([[p]](a))

[[p �r q]](a) = r[[p]](a) + (1� r)[[q]](a)

Note that the semantics of composition requires us to extend [[q]] to allow mea-
sures as inputs. This is done by integration as described in §3:

[[q]](µ) , �A.

Z

a22

H

[[q]](a,A) · µ(da), for µ a measure on 2H .

It is not surprising that this extension is needed: in NetKAT, the semantics
is similarly extended to sets of histories to define the semantics of sequential
composition. Both phenomena are consequences of sequential composition taking
place in the Kleisli category of the powerset and Giry monads respectively.

5.5 Semantics of Iteration

To complete the semantics, we must define the semantics of the Kleene star
operator. This turns out to be quite challenging, because the usual definition of
star as a sum of powers does not work with ProbNetKAT. Instead, we define
an infinite stochastic process and show that it satisfies the essential fixpoint
equation that Kleene star is expected to obey (Theorem 1).

Consider the following infinite stochastic process. Starting with c
0

2 2H ,
create a sequence c

0

, c
1

, c
2

, . . . inductively. After n steps, say we have constructed
c
0

, . . . , cn. Let cn+1

be the outcome obtained by sampling 2H according to the
distribution [[p]](cn). Continue this process forever to get an infinite sequence
c
0

, c
1

, c
2

, . . . 2 (2H)!. Take the union of the resulting sequence
S

n cn and ask
whether it is in A. The probability of this event is taken to be [[p⇤]](c

0

, A).
This intuitive operational definition can be justified denotationally. However,
the formal development is quite technical and depends on an application of the
Kolmogorov extension theorem—see the full version of this paper [13].

The next theorem shows that the iteration operator satisfies a natural fix-
point equation. In fact, this property was the original motivation behind the
operational definition we just gave. It can be used to describe the iterated pro-
cessing performed by a network (§8), and to define the semantics of loops (§5.6).

Theorem 1. [[p⇤]] = [[skip & pp⇤]].

Proof. To determine the probability [[p⇤]](c
0

, A), we sample [[p]](c
0

) to get an
outcome c

1

, then run the protocol [[p⇤]] on c
1

to obtain a set c, then ask whether

13



Our solution
Markov Kernels

[[e]] : 2H ⇥ B ! R B ✓ 22
H

smallest sigma-algebra 
containing

B⌧ = {a 2 2H | ⌧ 2 a}

The semantics of NetKAT is shown in Figure 3. Intuitively, a test x = n
drops the packet if the test is not satisfied and passes it through unaltered if
it is satisfied—i.e., tests behave like filters. The dup construct duplicates the
head packet ⇡, yielding a fresh copy that can be modified by other constructs.
Hence, the dup construct can be used to encode paths through the network, with
each occurrence of dup marking an intermediate hop. Note that + behaves like
a disjunction operation when applied to tests and like a union operation when
applied to actions. Similarly, ; behaves like a conjunction operation when applied
to tests and like a sequential composition when applied to actions. Negation is
only ever applied to tests, as is enforced by the syntax of the language.

5.2 Sets of Packet Histories as a Measurable Space

To give a denotational semantics to ProbNetKAT, we must first identify a suit-
able space of mathematical objects. Because we want to reason about probability
distributions over sets of network paths, we construct a measurable space (as de-
fined in §3) from sets of packet histories, and then define the semantics using
Markov kernels on this space. The powerset 2H of packet histories H forms a
topological space with topology generated by basic clopen sets,

B⌧ = {a 2 2H | ⌧ 2 a}, ⌧ 2 H.

This space is homeomorphic to the Cantor space, the topological product of
countably many copies of the discrete two-element space. Let B ✓ 22

H

be the
Borel sets of this topology. This is the smallest �-algebra containing the sets
B⌧ . The measurable space (2H ,B) with outcomes 2H and events B provides a
foundation for interpreting ProbNetKAT programs as Markov kernels 2H ! 2H .

5.3 The Operation &

Next, we define an operation on measures that will be needed to define the
semantics of ProbNetKAT’s parallel composition operator. Parallel composi-
tion di↵ers in some important ways from NetKAT’s union operator—intuitively,
union merely combines the sets of packet histories generated by its arguments,
whereas parallel composition must somehow combine measures on sets of packet
histories, which is a more intricate operation. For example, while union is idem-
potent, parallel composition will not be in general.

Operationally, the & operation on measures can be understood as follows:
given measures µ and ⌫, to compute the measure µ & ⌫, we sample µ and ⌫
independently to get two subsets of H, then take their union. The probability
of an event A 2 B is the probability that this union is in A.

Formally, given µ, ⌫ 2 M, let µ⇥ ⌫ be the product measure on the product
space 2H ⇥ 2H . The union operation

S
: 2H ⇥ 2H ! 2H is continuous and

therefore measurable, so we can define

(µ & ⌫)(A) , (µ⇥ ⌫)({(a, b) | a [ b 2 A}). (5.1)
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Intuitively, this is the probability that the union a[b of two independent samples
taken with respect to µ and ⌫ lies in A. The & operation enjoys a number of
useful properties, as captured by the following lemma:

Lemma 1.

(i) & is associative and commutative.

(ii) & is linear in both arguments.

(iii) (�a & µ)(A) = µ({b | a [ b 2 A}).
(iv) �a & �b = �a[b.

(v) �? is a two-sided identity for &.

(vi) µ & µ = µ i↵ µ = �a for some a 2 2H .

There is also an infinitary version of & that works on finite or countable multisets
of measures, but we will not need it in our development.

5.4 ProbNetKAT Semantics

Now we are ready to define the semantics of ProbNetKAT itself. Every Prob-
NetKAT term p will denote a Markov kernel

[[p]] : 2H ⇥ B ! R
which can be curried variously as

[[p]] : 2H ! B ! R [[p]] : B ! 2H ! R.

Intuitively, the term p, given an input a 2 2H , produces an output according to
the distribution [[p]](a). We can think of running the program p with input a as a
probabilistic experiment, and the value [[p]](a,A) 2 R is the probability that the
outcome of the experiment lies in A 2 B. The measure [[p]](a) is not necessarily
discrete (§6.3): its total weight is always 1, although the probability of any given
singleton may be 0.

The semantics of the atomic operations are defined as follows for a 2 2H :

[[x n]](a) = �{⇡[n/x] :� |⇡ :�2a}

[[x = n]](a) = �{⇡ :� |⇡ :�2a, ⇡(x)=n}

[[dup]](a) = �{⇡ :⇡ :� |⇡ :�2a}

[[skip]](a) = �a

[[drop]](a) = �?

Note that if no elements of a satisfy the test x = n, the result is �?, which is
the Dirac measure on the emptyset, not the constant 0 measure.

These are all deterministic terms, and as such, they correspond to measurable
functions f : 2H ! 2H . In each of these cases, the function f is completely
determined by its action on singletons, and indeed by its action on the head
packet of the unique element of each of those singletons.
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The semantics of the remaining ProbNetKAT terms, except for Kleene star,
is defined as follows:

[[p & q]](a) = [[p]](a) & [[q]](a)

[[p ; q]](a) = [[q]]([[p]](a))

[[p �r q]](a) = r[[p]](a) + (1� r)[[q]](a)

Note that the semantics of composition requires us to extend [[q]] to allow mea-
sures as inputs. This is done by integration as described in §3:

[[q]](µ) , �A.

Z

a22

H

[[q]](a,A) · µ(da), for µ a measure on 2H .

It is not surprising that this extension is needed: in NetKAT, the semantics
is similarly extended to sets of histories to define the semantics of sequential
composition. Both phenomena are consequences of sequential composition taking
place in the Kleisli category of the powerset and Giry monads respectively.

5.5 Semantics of Iteration

To complete the semantics, we must define the semantics of the Kleene star
operator. This turns out to be quite challenging, because the usual definition of
star as a sum of powers does not work with ProbNetKAT. Instead, we define
an infinite stochastic process and show that it satisfies the essential fixpoint
equation that Kleene star is expected to obey (Theorem 1).

Consider the following infinite stochastic process. Starting with c
0

2 2H ,
create a sequence c

0

, c
1

, c
2

, . . . inductively. After n steps, say we have constructed
c
0

, . . . , cn. Let cn+1

be the outcome obtained by sampling 2H according to the
distribution [[p]](cn). Continue this process forever to get an infinite sequence
c
0

, c
1

, c
2

, . . . 2 (2H)!. Take the union of the resulting sequence
S

n cn and ask
whether it is in A. The probability of this event is taken to be [[p⇤]](c

0

, A).
This intuitive operational definition can be justified denotationally. However,
the formal development is quite technical and depends on an application of the
Kolmogorov extension theorem—see the full version of this paper [13].

The next theorem shows that the iteration operator satisfies a natural fix-
point equation. In fact, this property was the original motivation behind the
operational definition we just gave. It can be used to describe the iterated pro-
cessing performed by a network (§8), and to define the semantics of loops (§5.6).

Theorem 1. [[p⇤]] = [[skip & pp⇤]].

Proof. To determine the probability [[p⇤]](c
0

, A), we sample [[p]](c
0

) to get an
outcome c

1

, then run the protocol [[p⇤]] on c
1

to obtain a set c, then ask whether
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[[p+r q]](a) = r[[p]](a) + (1� r)[[p]](a)

set of histories!



Properties

Conservative Extension
 For deterministic programs, ProbNetKAT semantics and NetKAT 
semantics agree

 The NetKAT axioms are sound and complete for deterministic 
ProbNetKAT programs.



Some more properties
[[p & drop]] = [[drop & p]] = [[p]] 
[[p +r p]] = [[p]]  
[[p +r q]] = [[q +1-r p]] 
[[(p & q) & s]] = [[p & (q & s)]] 
… 
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gossip protocols.

8.1 Fault Tolerance

Failures are a fact of life in real-world networks. Devices and links fail due to
factors ranging from software and hardware bugs to interference from the envi-
ronment such as loss of power or cables being severed. A recent empirical study
of data center networks by Gill et al. [14] found that failures occur frequently
and can cause issues ranging from degraded performance to service disruptions.
Hence, it it important for network operators to be able to understand the impact
of failures—e.g., they may elect to use routing schemes that divide tra�c over
many diverse paths in order to minimize the impact of any given failure.

We can encode failures in ProbNetKAT using random choice and drop: the
idiom p �d drop encodes a program that succeeds and executes p with proba-
bility d, or fails and executes drop with probability 1� d. Note that since drop
produces no packets, it accurately models a device or link that has crashed. We
can then compute the probability that tra�c will be delivered under an arbitrary
forwarding scheme.

As a concrete example, consider the topology depicted in Figure 4 (a), with
four switches connected in a diamond. Suppose that we wish to forward tra�c
from S

1

to S
4

and we know that the link between S
1

and S
2

fails with 10%
probability (for simplicity, in this example, we will assume that the switches and
all other links are reliable). What is the probability that a packet that originates
at S

1

will be successfully delivered to S
4

, as desired?

Obviously the answer to this question depends on the configuration of the
network—using di↵erent forwarding paths will lead to di↵erent outcomes! To
investigate this question, we will encode the overall behavior of the network
using several terms: a term p that encodes the local forwarding behavior of the
switches; a term t that encodes the forwarding behavior of the network topology;
and a term e that encodes the network egresses.
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Failures are a fact of life in real-world networks. Devices and links fail due to
factors ranging from software and hardware bugs to interference from the envi-
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and can cause issues ranging from degraded performance to service disruptions.
Hence, it it important for network operators to be able to understand the impact
of failures—e.g., they may elect to use routing schemes that divide tra�c over
many diverse paths in order to minimize the impact of any given failure.

We can encode failures in ProbNetKAT using random choice and drop: the
idiom p �d drop encodes a program that succeeds and executes p with proba-
bility d, or fails and executes drop with probability 1� d. Note that since drop
produces no packets, it accurately models a device or link that has crashed. We
can then compute the probability that tra�c will be delivered under an arbitrary
forwarding scheme.

As a concrete example, consider the topology depicted in Figure 4 (a), with
four switches connected in a diamond. Suppose that we wish to forward tra�c
from S
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to S
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and we know that the link between S
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and S
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fails with 10%
probability (for simplicity, in this example, we will assume that the switches and
all other links are reliable). What is the probability that a packet that originates
at S
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will be successfully delivered to S
4

, as desired?

Obviously the answer to this question depends on the configuration of the
network—using di↵erent forwarding paths will lead to di↵erent outcomes! To
investigate this question, we will encode the overall behavior of the network
using several terms: a term p that encodes the local forwarding behavior of the
switches; a term t that encodes the forwarding behavior of the network topology;
and a term e that encodes the network egresses.
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Failures are a fact of life in real-world networks. Devices and links fail due to
factors ranging from software and hardware bugs to interference from the envi-
ronment such as loss of power or cables being severed. A recent empirical study
of data center networks by Gill et al. [14] found that failures occur frequently
and can cause issues ranging from degraded performance to service disruptions.
Hence, it it important for network operators to be able to understand the impact
of failures—e.g., they may elect to use routing schemes that divide tra�c over
many diverse paths in order to minimize the impact of any given failure.

We can encode failures in ProbNetKAT using random choice and drop: the
idiom p �d drop encodes a program that succeeds and executes p with proba-
bility d, or fails and executes drop with probability 1� d. Note that since drop
produces no packets, it accurately models a device or link that has crashed. We
can then compute the probability that tra�c will be delivered under an arbitrary
forwarding scheme.

As a concrete example, consider the topology depicted in Figure 4 (a), with
four switches connected in a diamond. Suppose that we wish to forward tra�c
from S

1

to S
4

and we know that the link between S
1

and S
2

fails with 10%
probability (for simplicity, in this example, we will assume that the switches and
all other links are reliable). What is the probability that a packet that originates
at S

1

will be successfully delivered to S
4

, as desired?

Obviously the answer to this question depends on the configuration of the
network—using di↵erent forwarding paths will lead to di↵erent outcomes! To
investigate this question, we will encode the overall behavior of the network
using several terms: a term p that encodes the local forwarding behavior of the
switches; a term t that encodes the forwarding behavior of the network topology;
and a term e that encodes the network egresses.
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8.1 Fault Tolerance

Failures are a fact of life in real-world networks. Devices and links fail due to
factors ranging from software and hardware bugs to interference from the envi-
ronment such as loss of power or cables being severed. A recent empirical study
of data center networks by Gill et al. [14] found that failures occur frequently
and can cause issues ranging from degraded performance to service disruptions.
Hence, it it important for network operators to be able to understand the impact
of failures—e.g., they may elect to use routing schemes that divide tra�c over
many diverse paths in order to minimize the impact of any given failure.

We can encode failures in ProbNetKAT using random choice and drop: the
idiom p �d drop encodes a program that succeeds and executes p with proba-
bility d, or fails and executes drop with probability 1� d. Note that since drop
produces no packets, it accurately models a device or link that has crashed. We
can then compute the probability that tra�c will be delivered under an arbitrary
forwarding scheme.

As a concrete example, consider the topology depicted in Figure 4 (a), with
four switches connected in a diamond. Suppose that we wish to forward tra�c
from S

1

to S
4

and we know that the link between S
1

and S
2

fails with 10%
probability (for simplicity, in this example, we will assume that the switches and
all other links are reliable). What is the probability that a packet that originates
at S

1

will be successfully delivered to S
4

, as desired?

Obviously the answer to this question depends on the configuration of the
network—using di↵erent forwarding paths will lead to di↵erent outcomes! To
investigate this question, we will encode the overall behavior of the network
using several terms: a term p that encodes the local forwarding behavior of the
switches; a term t that encodes the forwarding behavior of the network topology;
and a term e that encodes the network egresses.
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8.1 Fault Tolerance

Failures are a fact of life in real-world networks. Devices and links fail due to
factors ranging from software and hardware bugs to interference from the envi-
ronment such as loss of power or cables being severed. A recent empirical study
of data center networks by Gill et al. [14] found that failures occur frequently
and can cause issues ranging from degraded performance to service disruptions.
Hence, it it important for network operators to be able to understand the impact
of failures—e.g., they may elect to use routing schemes that divide tra�c over
many diverse paths in order to minimize the impact of any given failure.

We can encode failures in ProbNetKAT using random choice and drop: the
idiom p �d drop encodes a program that succeeds and executes p with proba-
bility d, or fails and executes drop with probability 1� d. Note that since drop
produces no packets, it accurately models a device or link that has crashed. We
can then compute the probability that tra�c will be delivered under an arbitrary
forwarding scheme.

As a concrete example, consider the topology depicted in Figure 4 (a), with
four switches connected in a diamond. Suppose that we wish to forward tra�c
from S

1

to S
4

and we know that the link between S
1

and S
2

fails with 10%
probability (for simplicity, in this example, we will assume that the switches and
all other links are reliable). What is the probability that a packet that originates
at S

1

will be successfully delivered to S
4

, as desired?

Obviously the answer to this question depends on the configuration of the
network—using di↵erent forwarding paths will lead to di↵erent outcomes! To
investigate this question, we will encode the overall behavior of the network
using several terms: a term p that encodes the local forwarding behavior of the
switches; a term t that encodes the forwarding behavior of the network topology;
and a term e that encodes the network egresses.
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8.1 Fault Tolerance

Failures are a fact of life in real-world networks. Devices and links fail due to
factors ranging from software and hardware bugs to interference from the envi-
ronment such as loss of power or cables being severed. A recent empirical study
of data center networks by Gill et al. [14] found that failures occur frequently
and can cause issues ranging from degraded performance to service disruptions.
Hence, it it important for network operators to be able to understand the impact
of failures—e.g., they may elect to use routing schemes that divide tra�c over
many diverse paths in order to minimize the impact of any given failure.

We can encode failures in ProbNetKAT using random choice and drop: the
idiom p �d drop encodes a program that succeeds and executes p with proba-
bility d, or fails and executes drop with probability 1� d. Note that since drop
produces no packets, it accurately models a device or link that has crashed. We
can then compute the probability that tra�c will be delivered under an arbitrary
forwarding scheme.

As a concrete example, consider the topology depicted in Figure 4 (a), with
four switches connected in a diamond. Suppose that we wish to forward tra�c
from S

1

to S
4

and we know that the link between S
1

and S
2

fails with 10%
probability (for simplicity, in this example, we will assume that the switches and
all other links are reliable). What is the probability that a packet that originates
at S

1

will be successfully delivered to S
4

, as desired?

Obviously the answer to this question depends on the configuration of the
network—using di↵erent forwarding paths will lead to di↵erent outcomes! To
investigate this question, we will encode the overall behavior of the network
using several terms: a term p that encodes the local forwarding behavior of the
switches; a term t that encodes the forwarding behavior of the network topology;
and a term e that encodes the network egresses.
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8.1 Fault Tolerance

Failures are a fact of life in real-world networks. Devices and links fail due to
factors ranging from software and hardware bugs to interference from the envi-
ronment such as loss of power or cables being severed. A recent empirical study
of data center networks by Gill et al. [14] found that failures occur frequently
and can cause issues ranging from degraded performance to service disruptions.
Hence, it it important for network operators to be able to understand the impact
of failures—e.g., they may elect to use routing schemes that divide tra�c over
many diverse paths in order to minimize the impact of any given failure.

We can encode failures in ProbNetKAT using random choice and drop: the
idiom p �d drop encodes a program that succeeds and executes p with proba-
bility d, or fails and executes drop with probability 1� d. Note that since drop
produces no packets, it accurately models a device or link that has crashed. We
can then compute the probability that tra�c will be delivered under an arbitrary
forwarding scheme.

As a concrete example, consider the topology depicted in Figure 4 (a), with
four switches connected in a diamond. Suppose that we wish to forward tra�c
from S

1

to S
4

and we know that the link between S
1

and S
2

fails with 10%
probability (for simplicity, in this example, we will assume that the switches and
all other links are reliable). What is the probability that a packet that originates
at S

1

will be successfully delivered to S
4

, as desired?

Obviously the answer to this question depends on the configuration of the
network—using di↵erent forwarding paths will lead to di↵erent outcomes! To
investigate this question, we will encode the overall behavior of the network
using several terms: a term p that encodes the local forwarding behavior of the
switches; a term t that encodes the forwarding behavior of the network topology;
and a term e that encodes the network egresses.
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8.1 Fault Tolerance

Failures are a fact of life in real-world networks. Devices and links fail due to
factors ranging from software and hardware bugs to interference from the envi-
ronment such as loss of power or cables being severed. A recent empirical study
of data center networks by Gill et al. [14] found that failures occur frequently
and can cause issues ranging from degraded performance to service disruptions.
Hence, it it important for network operators to be able to understand the impact
of failures—e.g., they may elect to use routing schemes that divide tra�c over
many diverse paths in order to minimize the impact of any given failure.

We can encode failures in ProbNetKAT using random choice and drop: the
idiom p �d drop encodes a program that succeeds and executes p with proba-
bility d, or fails and executes drop with probability 1� d. Note that since drop
produces no packets, it accurately models a device or link that has crashed. We
can then compute the probability that tra�c will be delivered under an arbitrary
forwarding scheme.

As a concrete example, consider the topology depicted in Figure 4 (a), with
four switches connected in a diamond. Suppose that we wish to forward tra�c
from S

1

to S
4

and we know that the link between S
1

and S
2

fails with 10%
probability (for simplicity, in this example, we will assume that the switches and
all other links are reliable). What is the probability that a packet that originates
at S

1

will be successfully delivered to S
4

, as desired?

Obviously the answer to this question depends on the configuration of the
network—using di↵erent forwarding paths will lead to di↵erent outcomes! To
investigate this question, we will encode the overall behavior of the network
using several terms: a term p that encodes the local forwarding behavior of the
switches; a term t that encodes the forwarding behavior of the network topology;
and a term e that encodes the network egresses.
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Failures are a fact of life in real-world networks. Devices and links fail due to
factors ranging from software and hardware bugs to interference from the envi-
ronment such as loss of power or cables being severed. A recent empirical study
of data center networks by Gill et al. [14] found that failures occur frequently
and can cause issues ranging from degraded performance to service disruptions.
Hence, it it important for network operators to be able to understand the impact
of failures—e.g., they may elect to use routing schemes that divide tra�c over
many diverse paths in order to minimize the impact of any given failure.

We can encode failures in ProbNetKAT using random choice and drop: the
idiom p �d drop encodes a program that succeeds and executes p with proba-
bility d, or fails and executes drop with probability 1� d. Note that since drop
produces no packets, it accurately models a device or link that has crashed. We
can then compute the probability that tra�c will be delivered under an arbitrary
forwarding scheme.

As a concrete example, consider the topology depicted in Figure 4 (a), with
four switches connected in a diamond. Suppose that we wish to forward tra�c
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probability (for simplicity, in this example, we will assume that the switches and
all other links are reliable). What is the probability that a packet that originates
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, as desired?

Obviously the answer to this question depends on the configuration of the
network—using di↵erent forwarding paths will lead to di↵erent outcomes! To
investigate this question, we will encode the overall behavior of the network
using several terms: a term p that encodes the local forwarding behavior of the
switches; a term t that encodes the forwarding behavior of the network topology;
and a term e that encodes the network egresses.
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Failures are a fact of life in real-world networks. Devices and links fail due to
factors ranging from software and hardware bugs to interference from the envi-
ronment such as loss of power or cables being severed. A recent empirical study
of data center networks by Gill et al. [14] found that failures occur frequently
and can cause issues ranging from degraded performance to service disruptions.
Hence, it it important for network operators to be able to understand the impact
of failures—e.g., they may elect to use routing schemes that divide tra�c over
many diverse paths in order to minimize the impact of any given failure.

We can encode failures in ProbNetKAT using random choice and drop: the
idiom p �d drop encodes a program that succeeds and executes p with proba-
bility d, or fails and executes drop with probability 1� d. Note that since drop
produces no packets, it accurately models a device or link that has crashed. We
can then compute the probability that tra�c will be delivered under an arbitrary
forwarding scheme.

As a concrete example, consider the topology depicted in Figure 4 (a), with
four switches connected in a diamond. Suppose that we wish to forward tra�c
from S

1

to S
4

and we know that the link between S
1

and S
2

fails with 10%
probability (for simplicity, in this example, we will assume that the switches and
all other links are reliable). What is the probability that a packet that originates
at S

1

will be successfully delivered to S
4

, as desired?

Obviously the answer to this question depends on the configuration of the
network—using di↵erent forwarding paths will lead to di↵erent outcomes! To
investigate this question, we will encode the overall behavior of the network
using several terms: a term p that encodes the local forwarding behavior of the
switches; a term t that encodes the forwarding behavior of the network topology;
and a term e that encodes the network egresses.
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 will be successfully delivered to S4 ?

90% 

95%
[[-]]

Also observed in work on randomised routing [Zhang-Shen and McKeown, IWQoS 05]



Conclusions
✦  First language-based framework for specifying and verifying 

probabilistic network behavior. 

✦  Formal semantics for ProbNetKAT based on Markov kernels  
(conservative over NetKAT). 

✦  Notion of approximation — every ProbNetKAT program is 
arbitrarily closely approximated by loop-free programs. 

✦  Several case studies — fault tolerance, load balancing, and a 
probabilistic gossip protocol.



Future work

Axiomatizations Decision procedure

Certified  
CompilerSimulation



Future work

Axiomatizations Decision procedure

Certified  
CompilerSimulation

Questions?


